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1
Decision/action requested

This contribution provides discussion on the freshness parameter for KAMF derivation.
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3
Rationale

In the last meeting, there were discussions on what value should be used as a freshness parameter for KAMF derivation.

In N2 based handover, Qualcomm proposed to use the downlink NAS COUNT at the AMF as a freshness parameter [1]; whereas Ericsson proposed to use a Nonce for the same purpose [2]. 
In [1], use of the downlink NAS COUNT as a freshness parameter is justified as follows:
Use of a Nonce or a COUNTER may be an option, but requires maintaing an additional state at the AMF. However, the downlink NAS COUNT is already maintained at the AMF, hence can be used as a freshness parameter as long as its freshness in KAMF derivation is guaranteed. 

In order to guarantee the freshness of the downlink NAS COUNT in KAMF derivation, it is proposed that whenever the AMF derives a new KAMF, the downlink NAS COUNT is incremented by one. If this rule is applied, a fresh KAMF and a corresponding KgNB are derived even in the presence of multiple handover failures (e.g., up to 255 assuming the 8 LSB of downlink NAS COUNT is signalled to the UE in the handover command) – which is almost unlikely. The downlink NAS COUNT used in KAMF derivation is included in NASC and signalled to the UE in the handover command so that the UE can derive the same KAMF and subsequent keys as the network.

It was conceived that Nonce also provides a similar freshness property in the last meeting. However, we noticed that the freshness given by Nonce is only limited to the derived key (i.e., freshness of KAMF), but it doesn’t guarantee the freshness of handover signalling to the UE – which in fact is sent by gNB. More precisely, the handover command by the source gNB includes the NAS container that is equivalent to the NAS SMC, yet replaying the NASC in different handover commands (e.g., by compromised/malicious gNBs) cannot be prevented. In particular, this weakness can be exploited to bid-down algorithms if the target AMF supports a different set of algorithms than the ones in the replayed NASC. This attack can be considered as replaying NAS SMC.
If the downlink NAS COUNT is used as a freshness parameter, we can avoid such replay attacks launched by gNBs as replaying the downlink NAS COUNT used for the previous handover signalling would not be accepted by the UE. 

In idle mode mobility (i.e., mobility registration update), it is proposed to use the uplink NAS COUNT as a freshness parameter for K’AMF derivation as this has the same freshness property as the downlink NAS COUNT mentioned above.

4
Detailed proposal

It is proposed to endorse the issue and proposal discussed in this contribution and update the KAMF to K’AMF derivation and N2 based handover procedure in TS 33.501 based on the companion contributions S3-181326.
