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	Reason for change:
	For integrity protection, the UE may provide the supported maximum data rate for integrity protection of user plane in the UE NR security capability IE sent to the AMF during the registration procedure. 

The AMF shall store this additional capability as part of the UE security context. Whenever available, the AMF shall send this capability to the selected SMF during the PDU session establishment procedure. In case the UE has already active PDU sessions with integrity protection turned on and in case the UE supports the maximum data rate capability, then the UE shall provide the available maximum data rate for integrity protection of user plane during subsequent PDU session establishment procedures. In such case, the AMF shall also send the available data rate to the selected SMF. This is to make sure that the network does not exceed the supported maximum data rate while allocating additional integrity protected DRBs.
The User Plane Security Enforcement Information (UP security policy) has been defined in TS 23.501. If the UP security policy for UP integrity protection is indicated as preferred but the gNB cannot fulfil the requirement, then the gNB should indicate this to the SMF, but the gNB shall not reject the establishment of UP resources for the PDU Session in this case.


	
	

	Summary of change:
	The following changes are proposed in this CR:

- the UE may provide the supported maximum data rate for integrity protection of user plane in the UE NR security capability IE sent to the AMF during the registration procedure 
- the AMF shall send this capability to the selected SMF during the PDU session establishment procedure
- the UE shall provide the available maximum data rate for integrity protection of user plane during subsequent PDU session establishment procedures
- the AMF shall also send the available data rate to the selected SMF
- If the UP security policy information for UP integrity protection is indicated as preferred but the gNB cannot fulfil the requirement, then the gNB shall notify the SMF, but the gNB shall not reject the establishment of UP resources for the PDU Session in this case.
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**** START OF CHANGES ****
6.6.1
UP security policy 
For integrity protection, the UE may provide the supported maximum data rate for integrity protection of user plane in the UE NR security capability IE sent to the AMF during the registration procedure. The AMF shall store this additional capability as part of the UE security context. Whenever available, the AMF shall send this capability to the selected SMF during the PDU session establishment procedure. In case the UE has already active PDU sessions with integrity protection turned on and in case the UE supports the maximum data rate capability, then the UE shall provide the available maximum data rate for integrity protection of user plane during subsequent PDU session establishment procedures. In such case, the AMF shall also send the available data rate to the selected SMF. This is to make sure that the network does not exceed the supported maximum data rate while allocating additional integrity protected DRBs.
NOTE:
For example, if the UE indicates 64 kbps as its maximum data rate, then the network is assumed to turn on the integrity protection for user plane data only for data rates equal or lower than 64 kbps. 

The SMF shall provide UP security policy for a PDU session to the gNB during the PDU session establishment procedure as specified in TS 23.502 [8]. The SMF shall make sure that the UP security policy does not lead to a violation of the maximu data rate whenever such information is provided from the AMF.
The UP security policy shall indicate whether UP confidentiality and/or UP integrity protection shall be activated or not for all DRBs belonging to that PDU session. The UP security policy shall be used to activate UP confidentiality and/or UP integrity for all DRBs belonging to the PDU session. The UP security policy shall activate UP confidentiality for DRBs belonging to a PDU session of type IPv4, IPv6 and Ethernet. 
The gNB shall activate UP confidentiality and/or UP integrity protection per DRB, according to the received UP security policy, using RRC signalling as defined in clause 6.6.2 . The gNB shall not overrule the UP security policy provided by the SMF. If the gNB cannot activate UP confidentiality and/or UP integrity protection according to the received UP security policy, the gNB shall reject establishment of UP resources for the PDU Session and indicate reject-cause to the SMF.

NOTE: 
Local SMF can override the confidentiality option in the UP security policy received from the home SMF based on its local policy, roaming agreement and/or regulatory requirements.

If the UP security policy indicates that UP integrity is preferred but the gNB cannot fulfil this requirement, then the gNB shall notify the SMF but the gNB shall not reject the establishment of UP resources for the PDU Session. 
At an Xn-handover from the source gNB to the target gNB, the source gNB shall include in the HANDOVER REQUEST message, the UE's UP security policy. The target gNB shall reject all PDU sessions for which it cannot comply with the corresponding received UP security policy and indicate the reject-cause to the AMF. For the accepted PDU sessions, the target gNB shall activate UP confidentiality and/or UP integrity protection per DRB according to the received UE's UP security policy and shall indicate that to the UE in the HANDOVER COMMAND by the source gNB. 

If the UE receives an indication in the HANDOVER COMMAND that UP integrity protection and/or UP encryption for a PDU session is enabled, the UE shall generate the UP encryption key and/or UP integrity protection key and shall activate UP encryption and/or UP integrity protection for the respective PDU session.

Further, in the Path-Switch message, the target gNB shall send the UE's UP security policy and corresponding PDU session ID received from the source gNB to the AMF. The AMF shall verify that the UE's UP security policy received from the target gNB are the same as the UE's UP security policy that the AMF has locally stored. If there is a mismatch, the AMF shall send its locally stored UE's UP security policy of the corresponding PDU sessions to the target gNB in the Path-Switch Acknowledge message. Additionally, the AMF may log the event and may take additional measures, such as raising an alarm. 

If the target gNB receives UE's UP security policy from the AMF in the Path-Switch Acknowledge message, the target gNB shall update the UE's UP security policy with the received UE's UP security policy. If UE's current UP confidentiality and/or UP integrity protection activation is different from the received UE's UP security policy, then the target gNB shall initiate RRC Connection Reconfiguration procedure to reconfigure the DRBs.

Editor’s Note: gNB action in case of UP security mismatch are FFS.

At an N2-handover the AMF shall include in the handover request message to the target gNB, the UE's UP security policy. The target gNB shall reject all PDU sessions for which it cannot comply with the corresponding received UP security policy and indicate the reject-cause to the target AMF. For all other PDU sessions, the target gNB shall activate UP confidentiality and/or UP integrity protection per DRB according to the received UE's UP security policy.
**** End of Changes ****

