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1
Decision/action requested

It is requested to discuss this document and treat the companion CRs listed in Section 4 below.
2
State of situation
RAN2 has progressed in the area of RRC INACTIVE. RAN2 sent an LS on security for inactive state to SA3 (R2-1804136). That LS lists RAN2’s agreements and working assumptions on security of MSG3 and MSG4. 

3
Proposed way forwad
The following sub-sections describe the main aspetcts related to state transitions(s) between different gNBs and within same gNB, RNA update, and miscenallenous aspects.
3.1
State transition(s) and mobility between different gNBs

Figure 1 summarizes the important aspects which are inline with RAN2’s work. The figure should be self explanatory. Some important points follow:
(a) Already for LTE EDT (S3-173472 Singapore), SA3 recommended RAN2 to use 32-bits long ResumeMAC-I. Hence it is more than sensible to already start with 32-bits long ResumeMAC-I in NR.

(b) For NR INACTIVE (S3-180349 Gothenburg), SA3 acknowledged to RAN2 that there is a risk of replay attack if ResumeMAC-I remains same. Hence, it is more than sensible to already start with including dynamic values in the calculation of ResumeMAC-I. Temporary C-RNTI of the target cell is proposed.

(c) It is only prudent to allow AS/NAS security contexts to be synchronized, i.e., by transferring the key-change-indicator (KCI). Recall the AS/NAS security contexts synchronization introduced in Xn/N2 handovers.
(d) It is also prudent to allow pre-population or preparation of the target gNB. Hence dynamic Retrieve UE Context Request/Response is conditional. 
(e) The target gNB is able to bring the UE to RRC CONNECTED mode or directly send the UE back to RRC INACTIVE mode for RNA update (hence conditionals).
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1. RRC Connection Inactive

{ciphered and integrity protected using 

current context}

(I-RNTI-1, NCC-1, KCI)

Source 

gNB

Target 

gNB

2. RRC Connection Resume Request

{non-ciphered, non-integrity protected}

(I-RNTI-1, resumeMAC-I-1)

5. RRC Connection Resume

{ciphered and integrity protected using 

new Key and using selected algos}

AMF



IFNCC-1 was fresh, delete current 

KgNB. ELSE, keep current KgNB.



Delete KRRCint, KRRCenc, 

KUPenc, KUPint.



Handle KCI as in HO.



Perform horizontal or vertical AS key 

derivation based on value of NCC-1.



Calculate resumeMAC-I using new AS 

key using target temporary C-RNTI 

among other inputs.

3. Retrieve UE Context Request 

(I-RNTI-1, resumeMAC-I-1, target 

Cell-ID, target temporary C-RNTI)



IFNCC-1 was fresh, delete current 

KgNB. ELSE, keep current KgNB.



Delete KRRCint, KRRCenc, KUPenc, 

KUPint.



Handle KCI as in HO



Perform horizontal or vertical key 

derivation based on value of NCC-1.



Calculate 32-bit resumeMAC-I using 

new key.



VerifyresumeMAC-I.

4. Retrieve UE Context Response 

(new Key, selected algos)

7. Path Switch Request

8. Path Switch Request Ack

(NH, NCC-2)

9. RRC Connection Inactive

{ciphered and integrity protected using 

current context}

(I-RNTI-2, NCC-2, KCI)

CONDITIONAL

CONDITIONAL

CONDITIONAL

6. RRC Connection Resume Complete

{ciphered and integrity protected}


Figure 1: State transition and mobility between different gNBs
3.2
State transition(s) and mobility within same gNB

Figure 2 summarizes the important aspects which are inline with RAN2’s work. The figure should be self explanatory. 

Basically, the key handling is done as described earlier. However, in this case, there is no Path Switch procedure. Nevertheless, the AMF, according to its policy for requiring vertical key derivation, is able to push fresh {NH, NCC} pair to the gNB by using UE State Transition Notification procedure. 
The Key Push is a new proposed NGAP message. The AMF is able to use this new message only when the INACTIVE-to-CONNECTED state transitions are happening with the same gNB.
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c. UE State Transition Notification

(to CONNECTED) 

d. Key Push
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6. RRC Connection Inactive

{ciphered and integrity protected using current 

context}

(I-RNTI-2, NCC-1 or NCC-2 or NCC-any, KCI)

a. UE State Transition 

Notification Request

b. UE State Transition Notification 

(to INACTIVE)

CONDITIONAL

CONDITIONAL



Handle KCI as in HO.



Perform horizontal or vertical key 

derivation based on value of NCC-1.



Calculate 32-bit resumeMAC-I using 

new key.



VerifyresumeMAC-I.

5. RRC Connection Resume Complete

{ciphered and integrity protected}


Figure 2: State transition and mobility within same gNB
4
Companion CRs
(a) S3-181304: RRC_INACTIVE – security handling at state transition

(b) S3-181305: RRC_INACTIVE – security handling at mobility
