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1
Decision/action requested

This document proposes to add a SEPP based solution for fraudulent Registration Request attack prevention to the SBA Living Document.
2
References
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3
Rationale

In the contribution S3-181285, a fraudulent Registation request attack is discussed. This is the companion PCR for S3-180888.

4
Detailed proposal

***********************Start of the first change************************
4.3.2 Solution #2: Application layer protection based on JSON Object Signing and Encryption (JOSE)
4.3.2.1

General

Following aspects are considered when designing a solution for e2e protection of application layer information in the HTTP payload:

-
Which protocol to use to secure JSON content

-
Where to implement e2e security in the network

-
Which JSON information elements to protect and what kind of protection is required 

-
Algorithms to use for protection and their negotiation between two Edge Proxy end points

-
Key management aspects including key distribution to the Edge Proxies

-
Protection mechanism that allows selective protection of the payload while allowing other unprotected payload to be modified by the intermediaries

4.3.2.2
Application layer protection based on JOSE

JOSE [10] provides a set of specifications to protect JSON based data structures. These include standards for 

-
representation of integrity-protect JSON data based on public-key digital signatures as well as symmetric-key MACs using JSON Web Signing (JWS) [11], 
-
representation of encrypted data using JSON Web Encrypton [12],

-
specifying how to encode public keys as JSON-structured objects, 

-
specifying algorithms and algorithm identifiers using JSON Web Algorithm [13],

-
specifying a means to protect private and symmetric keys via encryption.

JOSE shall be used to protect JSON based application content in SBA.
4.3.2.2.X Mitigation for fraudulent service registration attack

A malicious AMF in the serving network B can fake a registration request message including faked serving network name A to the UDM at any time after the UE registers to the serving network A successfully. The UDM verifies the authentication result based on SUPI and serving network name A. The UDM then informs the old AMF to deregister the subscriber corresponding to SUPI. The old AMF deletes the MM context and notifies the related SMF to release the PDU sessions. Consequently, the subscriber is deregistered and may not be able to visit the network for a long time, which is a denial of service attack. 
The reason why the fraudulent Registration Request attack can be realized is that the home network cannot know whether the serving network name in the registration request message matches the serving network of AMF. To mitigate this attack, the VSEPP generates a secret based on the shared key which negotiated between SEPPs and the serving network name, or the VSEPP generates a signature by using the serving network name and its private key. The VSEPP then sends the secret or signature together with the serving network name to the HSEPP. The HSEPP then verifies the secret by using the shared key and the serving network name, or verifies the signature by using the serving network’s public key and the serving network name.
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Figure 4.3.X.1-1 SEPP based solution of fraudulent Registration Request attack prevention
1. After authentication and registration procedures, the UE is registered to the serving network. A shared key was negotiated between VSEPP and HSEPP through security capability negotiation.

Editor's Note: How the shared key is negotiated between the VSEPP and the HSEPP is FFS.
2. The new AMF sends Nudm_UECM_Registration Request which includes the serving network name to the VSEPP.

3. The VSEPP generates a secret based on the shared key which negotiated between SEPPs and the serving network name, or generates a signature by using the serving network name and its private key.

4. The VSEPP then sends the secret or the signature togwther wieth the serving network name to the HSEPP through the Nudm_UECM_Registration Request message.

5. Upon receipt the Nudm_UECM_Registration Request message, the HSEPP verifies the secret by using the shared key and the serving network name, or verifies the signature by using the serving networks’s public key and the serving network name.

6. The HSEPP sends the registration response message to the VSEPP.

***********************End of the first change***************************
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