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Decision/action requested

Approval to add the following content to section 4
2
References
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S3-181274. Discussion of potential issues in JSON parsers 
3
Rationale

This proposal adds and modifies the informative text in ethe living document relating to the SBA API design. Further details of the vulnerabilities are given in the companion discussion document, [1].
It gives examples of CVEs that are directly related to the choice of JSON as a serialization scheme – they are either inherently likely to occur in JSON implementations owing to flexibility in the RFCs that define JSON, or are the results of mistakes that are more likely when writing a JavaScript/ compatible parser in a lower level language (e.g. numerical data type mismatches).

The CVEs not only cover the expected denial of service from malformed input crashing a service, but potentially remote code execution and privilege escalation, possibly from something as simple as a unicode literal. 

More details of the CVEs are provided in a companion discussion document.

Whilst it is all but impossible to prevent bugs creeping in to projects, design choices can help reduce the likelihood of making a mistake, enable stronger input sanitization, and improve interoperability.

The proposal also fixes some consistency issues in the existing text (datastructure/data structure), and changes the guideline on ordered/unordered data structures to be agnostic of the serialization scheme or implantation specific data types – the previous text referred to dictionaries as ordered, but this is not the case in, say, Python, and JSON technically does not support dictionaries (though a JSON object behaves exactly like a Python dictionary).

4
Detailed proposal

***** Start of first change *****
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4.1.3
Requirements for secure API design
4.1.3.1

General requirements
The following requirements are intended as general guidance for 3GPP stage 3 work in order to specify secure protocols and APIs. As such, these guidelines are independent of the specific technology and shall be followed at all times.

- 
The valid format and range of values for each IE shall be defined unambiguously.

NOTE 1: Explicitly defining format and range of values not only helps to improve the security of a certain implementation, but also allows for realiable interoperability between different protocol implementations.Example: Defining a “lowercase string variable of length 10 and range [a..z]” is much more explicit that just defining a “string of length 10”, and could have mitigated the effects of CVE-2017-12119 [A] and CVE-2016-4303 [B]. The first is a denial of service resulting in the parser converting from a string representing an integer – an attacker can pass in an arbitrarily large integer and trigger an unhandled exception. The second vulnerability leads to a heap corruption and crash (proof-of-concept available), or potentially remote code execution (no proof-of-concept known). Unicode literals also require special treatment when doing string comparisons to ensure that equivalent strings return true when compared.
· Each message shall have a defined maximum number of IEs.

-
Each data structure shall have a defined maximum size.

-
Each data structure shall have a defined maximum nesting depth.

NOTE 2: There are resource exhaustion attacks on JSON parsers. Defined maximum numbers of IEs, sizes and nesting depths allow implementations to know an upper bound of required ressources. It also allows validation of incoming messages. CVE-2016-4425 [C] is an example of a vulnerable parser. Recursively processing nested objects leads to stack exhaustion and a denial of service bug.
-
For data structures where values are accessible using names (sometimes referred to as keys), e.g. a JSON object, the name shall be unique. The occurrence of the same name (or key) twice within such a structure shall be an error and the message shall be rejected. 
NOTE 3:. Serialization schemes (e.g. JSON) may leave the handling of repeated names (keys) up to the implementer’s discretion. For example, for a repeated name an error may be raised, the pair may be ignored, or the first or last value read may be used, though there is no canonical order in which a parser should treat the data it receives. Failure to adhere to consistent handling rules may lead to vulnerabilities. CVE-2017-12635 [D] is an example leading to remote code execution with elevated privileges. From a security perspective rejecting objects with repeated names, rather than accepting according to some rule, is the more robust solution, and aids in identification of potentially malicious activity. There are known attacks with specially crafted malicious messages that are designed to confuse implementations of NFs to get fraudulent messages into a PLMN. 
***** End of second change *****

