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1
Decision/action requested

Solution #5 as preferred solution for the conclusion of the LTKUP study
2
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3
Rationale

This contribution proposes a conclusion to the Technical Report 3GPP TR 33.834 [1] on "Long Term Key Update Procedures" taking into account the contribution S3-181246 proposed for Belgrade SA3#91 meeting. 

Since Solution #5 "Extended USIM OTA process" is applicable to all 3GPP technologies and addresses the Key Issues #1 and #2 without significant impacts, only additional OTA command is needed to implement the solution, we propose to conclude that Solution #5 is the preferred security solution to update the long term key and associated parameters, e.g. K/OPc or K/TOPc. 
We consider that solution #2 "Pre-installed multiple key pairs" would be possible as second choice. Solution #2 is not consider as equivalent to solution #5 in terms of security since the use of OTA message to activate the replacement mechanism is optional for solution #2. 

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TR 33.834 [1].

   *** START of 1st CHANGE ***

10
Conclusions

The proposed solution #5 "Extended USIM OTA process", as described in subclause 9.5.3.6, is the security solution to update the long term keys and associated parameters in the USIM. 

  *** END of 1st CHANGE ***
