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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	



2.3	Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



3	Justification
In 5G mIoT scenario, the authentication of UE is needed to allow only the authentic UE to access to application servers. A session key known by UE and an application server is required to ensure the integrity and confidentiality of user data. 
For IoT application layer, some security protocols depend on the provisioning of pre-shared keys or certificates management. However, managing a large scale of pre-shared keys, or certificates is a huge challenge for the IoT application providers.
3GPP has developed schemes (like GBA and BEST) that enable the generation of application keys based on 3GPP credential. This is a very useful feature for IoT application providers willing to delegate the key generation and management to MNOs in the ecosystem. This provides more flexibility in the ecosystem as well as reduces costs for deployment of IoT applications.  
However, the network elements, reference points and procedures of the existing schemes (like GBA and BEST) are specified under previous 3GPP network architectures. SA2 has concluded that the 5G core will be based on SBA, which is fully different from previous networks. Therefore, it is proposed to start a study item fulfilling the need with extended flexibility and taking advantage of SBA.

4	Objective
The objectives of the study are to identify and evaluate the requirements and solutions to support authentication and key management for applications based on 3GPP credential in 5G IoT.
The detailed objectives are as follows:
· Investigate the requirements and necessity to provide authentication and key management to applications in 5G IoT scenarios allowing a UE to securely exchange data with an application server. 
· Analyse the gap between requirements and the existing schemes (like GBA and BEST).
· Propose the solutions suitable for 5G IoT scenarios. 
· Decouple the transport from the procedures and use generic NFs that are applicable to all IoT use cases
· Backward compatibility to the existing schemes (like GBA and BEST).
· Recommendation on security architecture, procedure(s), parameter(s), etc.
The study focuses on the IoT scenarios at current stage. It may be extended to other applications in the future if needed, such as Web applications.
 
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.xxx
	Internal TR
	Jin Peng 
China Mobile, 
pengjin@chinamobile.com
	TSG#82
12/2018
	TSG#83
3/2019
	


Note 1:	Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.
Note 2:	The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	
	
	



6	Work item Rapporteur(s)
Jin Peng, China Mobile,  pengjin@chinamobile.com
7	Work item leadership
SA3

8	Aspects that involve other WGs
SA2 needs to evaluate possible new interface(s)/NF(s) .

9	Supporting Individual Members

	Supporting IM name

	KPN

	BT

	China Unicom

	ZTE

	CATR

	CATT

	

	

	

	

	

	

	




