Page 1



3GPP TSG-SA WG3 Meeting #91 
S3-181217
Belgrade (Serbia), 16-20 April 2018

	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.501
	CR
	0048
	rev
	-
	Current version:
	15.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	NAS SMC procedure of multi NAS connection

	
	

	Source to WG:
	Huawei, HiSilicon

	Source to TSG:
	S3

	
	

	Work item code:
	5GS_Ph1-SEC
	
	Date:
	2018-04-16

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	In #90bis meeting, an proposal was endorsed, which is “Require an additional NAS SMC only in case UE is registered on both types of accesses”.
This CR adds the handling for this scenario.

	
	

	Summary of change:
	Adding procedure to handle the use of additional NAS SMC in case when UE is registered on both type of accesses

	
	

	Consequences if not approved:
	The feature cannot be used.

	
	

	Clauses affected:
	6.4.2.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


*************** Start of the 1st Change ****************
6.4.2.2
Multiple active NAS connections in the same PLMN's serving network

When the UE is registered in a serving network over two types of access (e.g. 3GPP and non-3GPP), then the UE has two active NAS connections with the same AMF. A common NAS security context is created during the registration procedure over the first access type. 

In order to realize cryptographic separation and replay protection, the common NAS security-context shall have parameters specific to each NAS connection. The connection specific parameters include a pair of NAS COUNTs for uplink and downlink and unique NAS connection identifier. The value of the unique NAS connection identifier shall be set to "0" for 3GPP access and set to “1" for non-3GPP access.
Editor's Note: Above requirements need to be revisited after studying concurrency, mobility and interworking use cases.

When the UE is simulanteously registered to the AMF through two types of accesses, and if the UE happens to be re-authenticated over one of the accesses (e.g. either the first access type or the second access type), the UE and the AMF shall not delete the NAS keys and associated ngKSI after receving a new ngKSI and activating new common NAS keys after NAS SMC successfully completes over this access for which the UE is re-authenticating. 
After the UE is authenticated via one of the access, but prior to the UE attempting re-authentication over the other access, the old common NAS keys may continue to be used to integrity protect any possible NAS signalling sent to the AMF through the other access that the UE is not re-authenticating (e.g. to establish PDN session over the other access). The AMF shall verify the integrity protection of the NAS signalling using the old common NAS keys and if success, the AMF triggers a NAS SMC procedure over the other access. After a successful NAS SMC procedure over the other access, both the UE and the AMF shall mark the newly created common NAS security context active and delete any old common NAS security context. 
*************** End of the Change  ****************
