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1	Decision/action requested
Endorse the recommendations
2	References
 [1]	CT1 LS TDoc C1-181791
3	Rationale
“CT1 has discussed whether paging with IMSI or SUCI needs to be supported in 5GS. Paging with IMSI is an abnormal procedure used for error recovery in the network, which was supported in 2G, 3G and EPC.
CT1 noted the privacy requirement on using IMSI was enhanced in 5GS, and hence would like to ask SA2:”
1) Whether paging with IMSI or SUCI needs to be supported in 5GS?
Observation: Any id used over the paging channel can be monitored and a corresponding mapping can be built using the Registration Request messages following it. Hence If IMSI or SUCI is used in paging, these ids can be used to track the UEs. If the IMSI is in the clear as it is in LTE, then the tracking is very easy. If the id is encrypted like SUCI, a SUCI to GUTI mapping can be built by an attacker. Hence to maintain privacy it is advised not to use SUCI or IMSI for Paging the UE.
SA3 discussed this aspect with SA2 in the Busan meeting and concluded that IMSI Paging need to be avoided. Same conclusion is valid for SUPI Paging as well. Because of the format difference, SUCI may not be directly may not be directly usable as an identifier in Paging. 
2) Security Risks: Recent research papers have identified  Paging using IMSI as a potential threat issue.
1. http://wp.internetsociety.org/ndss/wp-content/uploads/sites/25/2018/02/ndss2018_02A-3_Hussain_paper.pdf , 
2.  https://arxiv.org/abs/1710.08932v2
 Whether the permanent identifier is in the clear or concealed as SUCI, both can be exploited to track users. 
3) Tracking Using the SUCI: A SUCI used by the UE, is valid between two authentication runs of the UE, it could be hours or days depending on the mobility of the UE or the AMF policy on re-authentication. During the validity period if the UE is paged using this id and made to respond to a Page, we might see many of the attacks in LTE repeated again in 5G.
3) IMSI/SUPI usage in Network: For the UE context identification, if GUTI is used then network need not use SUPI paging to make the UE come back to network.  One of the reasons where IMSI paging was resorted to was in situations where a new GUTI was assigned to the UE, but the network didn’t get a confirmation from the UE. In such situations, network can resort to Paging the UE with the new GUTI and old GUTI, there is no need for SUPI Paging.
4)  Context Loss by the UE: From a UE point of view, if it lost the context for any reason while in idle mode, is it beneficial to Page with SUPI?
The SUPI is expected to be stored in the USIM. The temporary identifier GUTI is also expected to be stored in the USIM or in reliable semi permanent location so that the identifier is not lost easily. If this is how the context is stored in the UE, UE will not lose the temporary identifier. Even if the connection is lost for certain duration, it will be able to reconnect to the network and read Paging messages when it can. 
Recommendation: Send a reply LS stating the security concern and limit the paging id only to GUTI.
