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1
Decision/action requested

To approve this pCR for the CAPIF-Sec specification TS 33.122
2
References

3
Rationale

TS 23.222 specifies the CAPIF architecture for both API invokers within the PLMN trust domain and API invokers outside of the PLMN trust domain, including the CAPIF-1, CAPIF-1e, CAPIF-2, CAPIF-2e, CAPIF-3, CAPIF-4 and CAPIF-5 interfaces. This contribution provides an overview of the security architecture that supports the CAPIF architecture and the above mentioned interfaces.
4
Detailed proposal

****************** Start of Change 1 ************************
x.y Functional Security Model
Figure x.y-1 shows the functional security model for the CAPIF architecture.  The interfaces CAPIF-1, CAPIF-1e, CAPIF-2, CAPIF-2e, CAPIF-3, CAPIF-4 and CAPIF-5 are defined in 3GPP TS 23.222 [3] and support the CAPIF functionality defined in 3GPP TS 23.222 [3].  CAPIF-1, CAPIF-2, CAPIF-3, CAPIF-4 and CAPIF-5 are interfaces that lie within the PLMN trust domain while the CAPIF-1e and CAPIF-2e interfaces are CAPIF core and AEF access points for API Invokers outside of the PLMN trust domain.

Security for the CAPIF-1, CAPIF-2, CAPIF-3, CAPIF-4 and CAPIF-5 interfaces support TLS and are defined in clause 5.3. Security for the CAPIF-1e and CAPIF-2e interfaces support TLS and are defined in clause 5.1 and clause 5.2, respectively.

Authentication and authorisation is required for both API invokers that lie within the PLMN trust domain and API invokers that lie outside of the PLMN trust domain.  For an API invoker that is outside of the PLMN trust domain, the CAPIF core function in coordination with the API exposing function utilize the CAPIF-1e, CAPIF-2e and the CAPIF-3 interfaces to authenticate and authorize the API invoker prior to granting access to CAPIF services.  When the API invoker is within the PLMN trust domain, the CAPIF core function in coordination with the API exposing function perform authentication and authorization of the API invoker via the CAPIF-1, CAPIF-2 and the CAPIF-3 interfaces prior to granting access to CAPIF services.  Authentication and authorization of API invokers (both internal and external to the PLMN trust domain) is specified in clauses 5.1, 5.2 and 5.3.
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Figure x.y-1: CAPIF functional security model 

****************** End of Change 1 ************************
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