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******************* START OF CR *******************************************
5.3
Requirements on the gNB

5.3.1
General

The security requirements given in this section apply to all types of gNBs. More stringent requirements for specific types of gNBs may be defined in other 3GPP specifications.

If split of gNB into DU and CU is deployed, the communication between DU and CU shall be confidentiality, integrity and replay protected.

If split of gNB CU into UP and CP is deployed, as well as CU-UP and CU-CP reside in different data center, the communication between CU-UP and CU-CP shall be confidentiality, integrity and replay protected. 


******************* SECOND OF CR *******************************************
5.3.9
Requirements for the gNB F1 interfaces

Requirements given below apply to gNBs with split DU-CU implementations using F1 interface defined in TS 38.470 [31]. Signalling traffic (i.e. both F1-C interface management traffic defined in TS 38.470 [31] and F1-C signalling bearer defined in TS 38.472 [32]) and user plane data may be sent on the F1 interface between a given DU and its CU.

1.
The gNB shall support confidentiality, integrity and replay protection for F1-C signalling bearer [32].

2.
All management traffic on F1-C interface defined in TS 38.470 [31] shall be integrity, confidentiality and replay protected.

3.
The gNB shall support confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface [33] for user plane.

5.3.10
Requirements for the gNB E1 interfaces

Editor’s Note: TR 38.806 for the E1 interface, are still evolving, detailed requirements if any are FFS.

Requirements given below apply to gNBs with split DU-CU implementations, particularly with an open interface between CU-CP and CU-UP using the E1 interface defined in TS 38.460[41].

1.
The E1 interface between CU-CP and CU-UP shall be confidentiality, integrity and replay protected if the CU-CP and CU-UP reside in different data center.  
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