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******************* START OF CR *******************************************
6.7
Security handling in initial registration and multiple registrations in same or different PLMNs
6.7.1
Procedures for NAS algorithm selection

6.7.1.1
Initial NAS security context establishment or common NAS security context update
Each AMF shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for NAS integrity algorithms, and one for NAS ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. 

To establish the NAS security context during initial registration or multiple registrations in different PLMNs, or to update the common NAS security context during multiple registrations in same PLMN, the AMF shall choose one NAS ciphering algorithm and one NAS integrity protection algorithm. The AMF shall then initiate a NAS security mode command procedure, and include the chosen algorithm and UE security capabilities (to detect modification of the UE security capabilities by an attacker) in the message to the UE (see sub-clause 6.7.2 of the present document). The AMF shall select the NAS algorithm which have the highest priority according to the ordered lists.

6.7.1.2
AMF change during multiple registrations in same PLMN
In case UE has active NAS connection in a serving network over non-3GPP access, when UE registers via the same serving network over 3GPP access, the AMF may change as described in TS 23.501 [2] clause 5.3.2.4. If the change of the AMF results in the change of algorithm to be used for establishing NAS security, the target AMF shall initiate a NAS security mode command procedure as described in clause 6.7.2 to indicate the selected algorithm to the UE. The AMF shall select the NAS algorithm which has the highest priority according to the ordered lists (see sub-clause 6.7.1.1 of the present document).

******************* SECOND OF CR *******************************************
6.7.3
Procedures for AS algorithm selection


This clause provides the details for AS security algorithms negotiation and consideration during the UE initial AS security context establishment.

Each gNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. When AS security context is to be established in the gNB, the AMF shall send the UE 5G security capabilities to the gNB. The gNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities. 

The gNB shall choose the integrity algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities. The chosen ciphering algorithm is used for ciphering (when activated) of the user plane and RRC traffic. The chosen integrity algorithm is used for integrity protection (when activated) of the user plane and RRC traffic. Activation of ciphering and integrity protection for the RRC traffic shall be done as defined by clause 6.7.4. Activation of ciphering and integrity protection for the user plane traffic shall be done based on the UP security policy received from the SMF as defined by clause <"UP security activation procedure" >.










******************* THIRD OF CR *******************************************
6.9
Security handling in mobility

………………………..

6.9.2
Key handling in handover

………………………..

6.9.2.1.2
Non access stratum

During mobility, NAS aspects that need to be considered for key handling in handover are the possible KAMF change and the possible NAS algorithm change at AMF change. There is the possibility that the source AMF and the target AMF do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target AMF re-derives the NAS keys from the existing KAMF (if unchanged) or derives the NAS keys from the new KAMF (if changed) using the NAS algorithm identities and NAS algorithm types as input to the NAS key derivation functions (see Annex A.8). When the KAMF has not changed, all inputs, in particular the KAMF, will be the same in the re-derivation except for the NAS algorithm identity. When the KAMF has changed, new NAS keys are derived irrespective of change in NAS algorithms.

In case the KAMF has changed or the target AMF decides to use NAS algorithms different from the ones used by the source AMF, the target AMF shall provide needed parameters to the UE as defined in Clause 6.9.2.3.3.

NOTE:
It is per operator's policy how to configure selection of handover types. Depending on an operator's security requirements, the operator can decide whether to have Xn or N2 handovers for a particular gNB according to the security characteristics of a particular gNB.

******************* FOURTH OF CR *******************************************
6.9.Y
Procedures for AS algorithm selection

6.9.Y.1
Intra-gNB-CU handover

It is not required to change the AS security algorithms during intra-gNB-CU handover. If the UE does not receive an indication of new AS security algorithms during an intra-gNB-CU handover, the UE shall continue to use the same algorithms as before the handover (see TS 38.331 [22]).

6.9.Y.2
Xn-handover 

At handover from a source gNB over Xn to a target gNB, the source gNB shall include the UE's 5G security capabilities and ciphering and integrity algorithms used in the source cell in the handover request message. The target gNB shall select the algorithm with highest priority from the received 5G security capabilities of the UE according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the Handover Command message if the target gNB selects different algorithms compared to the source gNB. If the UE does not receive any selection of integrity and ciphering algorithms, it continues to use the same algorithms as before the handover (see TS 38.331 [22]). In the Path-Switch message, the target gNB shall send the UE's 5G security capabilities received from the source gNB to the AMF. The AMF shall verify that the UE's 5G security capabilities received from the target gNB are the same as the UE's 5G security capabilities that the AMF has locally stored. If there is a mismatch, the AMF shall send its locally stored 5G security capabilities of the UE to the target gNB in the Path-Switch Acknowledge message. Additionally, the AMF may log the event and may take additional measures, such as raising an alarm.

If the target gNB receives UE's 5G security capabilities from the AMF in the Path-Switch Acknowledge message, the target gNB shall update the AS security context of the UE with these 5G security capabilities of the UE. The target gNB shall select the algorithm with highest priority from these 5G security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). If the algorithms selected by the target gNB are different from the algorithms used at the source gNB, then the target gNB shall initiate RRC Connection Reconfiguration procedure indicating the selected algorithms to the UE.

NOTE:
Transferring the ciphering and integrity algorithms used in the source cell to the target gNB in the handover request message is for the target gNB to decipher and verify the integrity of the RRC Reestablishment Complete message on SRB1 in the potential RRC Connection Re-establishment procedure. The information is also used by the target gNB to decide if it is necessary to include a new selection of security algorithms in the Handover Command message.

6.9.Y.3
N2-handover

At handover from a source gNB to a target gNB over N2 (possibly including an AMF change and hence a transfer of the UE's 5G security capabilities from the source AMF to the target AMF), the target AMF shall send the UE's 5G security capabilities to the target in the N2 HANDOVER REQUEST message. The target gNB shall select the algorithm with highest priority from the UE's 5G security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the Handover Command message if the target gNB selects different algorithms compared to the source gNB. If the UE does not receive any selection of integrity and ciphering algorithms, it continues to use the same algorithms as before the handover (see TS 38.331 [22]). 

Editor's Note: The message names for the signalling messages sent on N2 interface needs to be aligned with RAN3 specifications when available.

******************* END OF CR *******************************************
�Move sections for handover to 6.9 Security handling in mobility





�Contents are those moved from 6.7.3 Procedures for AS algorithm selection





