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******************* START OF PCR *******************************************
6.9.2.3.1
Intra-gNB-CU handover

At an intra-gNB-CU handover, the gNB shall indicate to the UE whether to change or retain the current KgNB in the HO Command message. 

If the current KgNB is to be changed, the gNB and the UE shall derive a KgNB* as in Annex A.11 using target PCI, its frequency ARFCN-DL, and either NH or the current KgNB depending on the following criteria: the gNB shall use the NH for deriving KgNB* if an unused {NH, NCC} pair is available in the gNB (this is referred to as a vertical key derivation), otherwise if no unused {NH, NCC} pair is available in the gNB, the gNB shall derive KgNB* from the current KgNB (this is referred to as a horizontal key derivation). The gNB shall send the NCC used for the KgNB* derivation to UE in HO Command message. The gNB and the UE shall use the KgNB* as the KgNB, after handover. If the gNB has unused NASC (see 6.9.2.3.3), it shall send the NASC to UE in HO Command message too. 
If the current KgNB is to be retained (HO Command message does not include NCC and NASC), the gNB and the UE shall continue using the current KgNB, after handover.

6.9.2.3.2
Xn-handover

Editor's Note: LS will be sent to RAN3 (To) and RAN2 (Cc) asking to check the content in this clause 6.9.2.3.2 from RAN3's perspective. The content may change if needed, depending upon reply LS.

As in intra-gNB handovers, for Xn handovers the source gNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source gNB shall first compute KgNB* from target PCI, its frequency ARFCN-DL, and either from currently active KgNB in case of horizontal key derivation or from the NH in case of vertical key derivation as described in Annex A.11.

Next, the source gNB shall forward the {KgNB*, NCC} pair to the target gNB. The target gNB shall use the received KgNB* directly as KgNB to be used with the UE. The target gNB shall associate the NCC value received from source gNB with the KgNB. The target gNB shall include the received NCC into the prepared HO Command message, which is sent back to the source gNB in a transparent container and forwarded to the UE by source gNB. 

When the target gNB has completed the handover signalling with the UE, it shall send a NGAP PATH SWITCH REQUEST message to the AMF. Upon reception of the NGAP PATH SWITCH REQUEST, the AMF shall increase its locally kept NCC value by one and compute a new fresh NH from its stored data using the function defined in Annex A.10. The AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the new fresh NH. The AMF shall then send the newly computed {NH, NCC} pair to the target gNB in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The target gNB shall store the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs if any. 

If the AMF had horizontally derived a new KAMF according to Annex A.13, but has not yet successfully performed a UE Context Modification procedure, the sent NGAP PATH SWITCH REQUEST ACKNOWLEDGE message shall in addition contain a NASC (see 6.9.2.3.3). The AMF shall in this case derive a new initial KgNB from the new KAMF and the zero uplink NAS COUNT as specified in Annex A.9. The AMF shall associate the derived new initial KgNB with a new NCC value equal to zero. Then, the AMF shall use {the derived new initial KgNB, the new NCC value initialized to zero} pair as the newly computed {NH, NCC} pair to be sent in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The gNB shall store the received {NH, NCC} pair and the NASC for further handovers and remove other existing unused stored {NH, NCC} pairs and NASC if any. The gNB should in this case perform an intra-gNB handover immediately, include the NASC in the HO Command message to the UE, and send appropriate response to the AMF. 

NOTE:
Because the NGAP PATH SWITCH REQUEST message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure. Thus, for Xn-handovers key separation happens only after two hops because the source gNB knows the target gNB keys. The target gNB can immediately initiate an intra-gNB handover to take the new NH and, if the NASC is received, the new KAMF into use once the new NH and the NASC has arrived in the PATH SWITCH REQUEST ACKNOWLEDGE message.

6.9.2.3.3
N2-Handover


Upon reception of the NGAP HANDOVER REQUIRED message, the source AMF shall increment its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex A.10. The source AMF shall use the KAMF from the currently active 5GS NAS security context for the computation of the fresh NH. The source AMF shall send the fresh {NH, NCC} pair to the target AMF in the Namf_Communication_CreateUEContext Request message. The Namf_Communication_CreateUEContext Request message shall in addition contain the KAMF that was used to compute the fresh {NH, NCC} pair and its corresponding ngKSI. 

If the source AMF had horizontally derived a new KAMF according to Annex A.13, but has not yet successfully performed a UE Context Modification procedure, the Namf_Communication_CreateUEContext Request message sent from source AMF to target AMF shall in addition contain a horizontal derivation parameter used in the horizontal derivation of the sent KAMF. The source AMF uses local policy to determine whether to perform horizontal KAMF derivation. The ngKSI for the newly derived KAMF key has the same value field and the same type field as the ngKSI of the current KAMF. The source AMF shall include the ngKSI for the newly derived KAMF key in the Namf_Communication_CreateUEContext Request as well.

NOTE 1:
Unlike the S10 FORWARD RELOCATION REQUEST message in EPS, the Namf_Communication_CreateUEContext Request message in 5G does not contain data and meta-data related to old 5G security context.

If the target AMF receives the horizontal derivation parameter, or selects different NAS security algorithms than the ones used in the source AMF, then the target AMF shall re-derive the NAS keys from the received KAMF with the newly selected NAS algorithm identifiers as input as specified in clause A.8. Further, the target AMF shall include a NASC (NAS Container), which contains NASC-I (NASC Information) part and NASC-V (NASC Verification) part, in the NGAP HANDOVER REQUEST message sent to the target gNB. 
If the target AMF selects new NAS algorithm, the newly selected NAS algorithm identifiers shall be included in the NASC-I. If the target AMF receives the horizontal derivation parameter, it shall set the NAS COUNTs to zero and shall include the received horizontal derivation parameter, ngKSI,  in the NASC-I. The NASC-I shall include UE security capabilities. The NASC-V shall include MAC-I as described in Annex D.3 with NASC-I as MESSAGE. The purpose of this NASC could be compared to a NAS SMC message. If the target AMF receives the horizontal derivation parameter, it shall set the NCC to zero and shall further compute a temp_K_gNB as defined in Annex A.9. It shall further send the {NCC=0, NH=temp_K_gNB} pair to the target gNB within the NGAP HANDOVER REQUEST message. The target AMF shall further set the NCC to one and shall further compute a NH as specified in Annex A.10. The target AMF shall further store the {NCC=1, NH} pair. 


NOTE 2: The NAS Container (NASC) is defined in TS 24.501 [35].




If the target AMF does not receive the horizontal derivation parameter, it shall store locally the KAMF received from the source AMF and then send the received {NH, NCC} pair from the source AMF to the target gNB within the NGAP HANDOVER REQUEST message. The target AMF shall further increase the NCC by one and shall further compute a NH as specified in Annex A.10. The target AMF shall further store the new {NCC, NH} pair.
Upon receipt of the NGAP HANDOVER REQUEST message from the target AMF, the target gNB shall compute the KgNB to be used with the UE by performing the key derivation defined in Annex A.11 with the {NH, NCC} pair received in the NGAP HANDOVER REQUEST message and the target PCI and its frequency ARFCN-DL. The target gNB shall associate the NCC value received from AMF with the KgNB. The target gNB shall include the NCC value from the received {NH, NCC} pair, and the NASC if such was also received, into the HO Command message to the UE and remove any existing unused stored {NH, NCC} pairs.
NOTE 2:
The source AMF may be the same as the target AMF in the description in this sub-clause. If so the single AMF performs the roles of both the source and target AMF In this case, actions related to N14 messages are handled internally in the single AMF.

For N2-handover, the source gNB shall include AS algorithms used in the source cell (ciphering and integrity algorithms) in the source to target transparent container that shall be sent to the target gNB. The AS algorithms used by in the source cell are provided to the target gNB so that it can decipher and integrity verify the RRC Connection Reestablishment Complete message on SRB1 in the potential RRC Connection Re-establishment procedure.

6.9.2.3.4
UE handling

The UE behaviour is the same regardless if the handover is intra-gNB, Xn, or N2.





If the UE receives a NASC (NAS Container) in the HO Command message (hence NCC also is received), then the UE shall verify the UE security capabilities in the NASC. The purpose of this NASC could be compared to a NAS SMC message. If the verification fails, the UE shall abort the handover procedure.
The UE shall further verify the MAC-I in the NASC, if the verification is failure, the UE shall abort the handover procedure. 

If the horizontal derivation parameter is included in the NASC, the UE shall further compute the horizontally derived KAMF using the KAMF from the current 5G NAS security context identified by the ngKSI included in the NASC and the horizontal derivation parameter in the NASC, as specified in Annex A.13, and take the new derived KAMF into use. The UE shall assign the ngKSI included in the NASC to the ngKSI of the new derived KAMF. The UE shall further set the NAS COUNTs to zero. The UE shall use the horizontally derived KAMF and the zero NAS COUNT in the derivation of the temporary KgNB, and set NCC to zero.
If the selected NAS algorithm is included in the NASC, the UE shall re-derive the NAS keys from the KAMF with the selected NAS algorithm identifiers as input as specified in clause A.8.

Editor's Note: It is FFS if this Clause 6.9.2.3.6 (UE handling) and Clause 6.9.6.4 (AS key re-keying) need merging/alignment.

If the NCC value the UE received in the HO Command message from target eNB via source gNB is equal to the NCC value associated with the currently active KgNB, the UE shall derive the KgNB* from the currently active KgNB and the target PCI and its frequency ARFCN-DL using the function defined in Annex A.11. 

If the UE received an NCC value that was different from the NCC associated with the currently active KgNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex A.10 iteratively (and increasing the NCC value until it matches the NCC value received from the source gNB via the HO command message). When the NCC values match, the UE shall compute the KgNB* from the synchronized NH parameter and the target PCI and its frequency ARFCN-DL using the function defined in Annex A.11.
The UE shall use the KgNB* as the KgNB when communicating with the target gNB.

If the NCC is not received (hence NASC is not received), the UE shall retain the current KgNB after handover. 
******************* END OF PCR *******************************************
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