Page 1



3GPP TSG-SA WG3 Meeting #91 
S3-181134
Belgrade (Serbia), 16-20 April 2018

	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.501
	CR
	0003
	rev
	-
	Current version:
	15.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Update clause reference for key identification

	
	

	Source to WG:
	ZTE Corporation

	Source to TSG:
	S3

	
	

	Work item code:
	5GS_Ph1-SEC
	
	Date:
	2018-04-09

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	When UE performs multiple registration in the same PLMN, as UE already has a common NAS security context, if the NAS COUNTs specific to the new NAS connection is initially set to start value (0), then the second RR message can be protected as described in clause 6.4.6 (protection of initial NAS message).

In case AMF change during the multiple registration, source AMF may send a new Kamf to the target AMF. If the second RR has ciphered IEs, which is ciphered with old NAS keys, the target AMF cannot decipher the IEs, so the target AMF shall request the additional IEs during NAS SMC, and the additional IEs will be ciphered with new NAS keys which can be deciphered by target AMF.

	
	

	Summary of change:
	Use common security context to protect second RR message

	
	

	Consequences if not approved:
	Second RR message is not protected.

	
	

	Clauses affected:
	6.3.2.2

	
	

	
	Y
	N
	
	

	Other specs
	
	
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


******************* START OF CR *******************************************
6.3.2.2
Multiple registrations in the same PLMN

When the UE is registered in the same AMF in the same PLMN serving network over both 3GPP and non-3GPP accesses, the UE shall establish two NAS connections with the network. 
The AMF and the UE shall establish a common NAS security context consisting of a single set of NAS keys and algorithm at the time of first registration over any access. The AMF and the UE shall also include parameters specific to each NAS connection in the common NAS security context. The connection specific parameters are specified in clause 6.4.2.2 of the present document. 

When the UE sends a registration request message to establish a new NAS connection, the UE shall set NAS COUNTs specific to the new NAS connection to start value. The UE shall protect the registration request message using the common NAS security context as described in clause 6.4.6. 
Upon receiving the registration request message, if the AMF holds the 5G security context of the UE, the AMF shall set NAS COUNTs specific to the new NAS connection to start value, and handling the registration request message as described in clause 6.4.6. If the AMF does not hold the 5G security context of the UE, it shall act as target AMF as described in clause 6.9.3 to interact with the source AMF, with addition that the source AMF shall set NAS COUNTs specific to the new NAS connection to start value. 
The AMF may decide to skip a new authentication run in case there is an available 5G security context in the network for this UE by means of 5G-GUTI, e.g. when the UE successfully registered to 3GPP access, if the UE registers the same AMF via non-3GPP access, the AMF can decide not to run a new authentication if it has an available security context to use.
 
Editor's Note: Above requirements needs to be revisited after studying concurrency, mobility and interworking use cases.
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