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******************* START OF CR *******************************************
6.2.2.2
Keys in the UE
………
Keys in the USIM

The USIM shall store the same long-term key K that is stored in the ARPF. 

During an authentication and key agreement procedure, the USIM shall generate key material from K that it forwards to the ME. If the USIM is capable to store 5G parameters, such as KAUSF and KSEAF, the USIM shall indicate the number of entries for 5G parameters storage to the ME as well.
If provisioned by the home operator, the USIM shall store the home network public key used for concealing the SUPI.

Keys in the ME

The ME shall generate the KAUSF from the CK, IK received from the USIM. The generation of this key material is specific to the authentication method and is specified in clause 6.1.3. 

When 5G AKA is used, the generation of RES* from RES shall be performed by the ME.

Storage of the KAUSF at the UE is optional. If the USIM supports 5G parameters storage, KAUSF shall be stored in the USIM. Otherwise, KAUSF shall be stored in the non-volatile memory of the ME.


The ME shall perform the generation of KSEAF from the KAUSF. Storage of the KSEAF at the UE is optional. If the USIM supports 5G parameters storage, KSEAF shall be stored in the USIM. Otherwise, KSEAF shall be stored in the non-volatile memory of the ME.


The ME shall perform the generation of KAMF. If the USIM supports 5G parameters storage, KAMF shall be stored in the USIM. Otherwise, KAMF shall be stored in the non-volatile memory of the ME.


The ME shall perform the generation and storage of all other subsequent keys that are derived from the KAMF. 


Any 5G security context, KAUSF and KSEAF that are stored at the ME shall be deleted from the ME if:

a)
the USIM is removed from the ME when the ME is in power on state;

b)
the ME is powered up and the ME discovers that the USIM is different from the one which was used to create the 5G security context;

c)
the ME is powered up and the ME discovers that there is no USIM is present at the ME.

******************* SECOND OF CR *******************************************
6.3.2.1
Multiple registrations in different PLMNs

The UE shall independently maintain and use two different 5G security contexts, one per PLMN's serving network. . Each security context shall be established separately via a successful primary authentication procedure with the Home PLMN.

The ME shall store the two different 5G security contexts on the USIM according to the number of entries, described in clause 6.2.2.2, that the USIM supports for the 5G parameters storage. If number of entries is not less than 2, then both 5G security contexts shall be stored on the USIM. If number of entries is 1, then any one of the two 5G security contexts shall be stored on the USIM. If the USIM does not support the 5G parameters storage, then the ME shall store the two different 5G security contexts in the ME non-volatile memory. Both of the two different 5G security contexts are current 5G security context.


******************* END OF CR *******************************************
