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*************** Start of Change 1 ****************
This contribution does NO changes to CHANGE #1 in S3‑181517
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
This contribution does NO changes to CHANGE #2 in S3‑181517
*************** End of Change 2 ****************
*************** Start of Change 3 ****************
This contribution does NO changes to CHANGE #3 in S3‑181517
*************** End of Change 3 ****************
*************** Start of Change 4 ****************
This contribution does NO changes to CHANGE #4 in S3‑181517
*************** End of Change 4 ****************
*************** Start of Change 5 ****************
Editor's Note: The below clauses and subclauses are a place holder for the security functionality for MR-DC and are not final. Adding further sub-clauses or modifying the given clauses for any of the below clauses is possible as needed.
6.10.2 Security mechanisms

6.10.2.1 Addition or modification of Radio Bearers in Secondary Node

6.10.2.2 Security activation for offloaded Radio Bearers

6.10.2.3 Derivation of keys for Radio Bearers terminated in Secondary Node

6.10.2.4 Negotiation of security algorithms

6.10.2.5 Secondary Node key update

6.10.5
Other security mechanisms
6.10.5.1
Common security mechanisms
The protection of Xn interface shall be done as defined in Clause 9.3 of the present document
The MN and the SN shall independently allocate C-RNTIs to the UE.
6.10.5.2
Maintenance of <SN Counter>
The MN shall associate a 16-bit counter, called <SN Counter>, with its AS security context. The <SN Counter> is used for computing the <KSN>. 
The MN shall maintain the value of the counter <SN Counter> for the duration of the current AS security context between UE and MN. The UE does not need to maintain the <SN Counter> after it has computed the <KSN> since the MN provides the UE with the <SN Counter> value when the UE needs to compute a new <KSN>. 
The MN shall provide the <SN Counter> to the UE in a message that has both the integrity and the replay protection. Therefore, the UE does not need to verify the freshness of the <SN Counter> and can assume that the MN provides a fresh <SN Counter> each time.

The MN that supports the bearer offload shall set the <SN Counter> '0' when a new root key in the associated AS security context is established. The <SN Counter> value '0' is used to calculate the first KSN. The MN shall set the SCG Counter to '1' after the first calculated <KSN>, and monotonically increment it for each additionally calculated <KSN>. 

If the MN decides to turn off the offload connection and later decides to re-start the offloading to the same SN, the <SN Counter> value shall keep monotonically incrementing, thus keeping the computed <KSN> fresh.

The MN shall refresh the root key of the AS security context associated with the <SN Counter> before the <SN Counter> wraps around. Refreshing the root key is done using intra cell handover as described in Clause 6.9.4.5 of the present specification. When this root key is refreshed, the <SN Counter> is reset to '0'.

6.10.5.3
Avoiding key stream reuse 

The MN shall implement a mechanism to prevent key stream reuse, e.g. when the PDCP of a bearer is moved between the MN and SN and back again. 
*************** End of Change 5 ****************
�These were modified accordingly by another contribution. Therefore, they are left untouched here.





