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*************** Start of Change 1 ****************
This contribution does NO changes to CHANGE #1 in S3‑181517
*************** End of Change 1 ****************
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This contribution does NO changes to CHANGE #2 in S3‑181517
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*************** Start of Change 5 ****************

6.10.2
Security mechanisms in DC procedures
6.10.2.1
SN addition or modification (MN initiated)
When executing the SN Addition/Modification procedure requiring the creation/update of <KSN>, the MN shall derive a fresh <KSN> as defined in Clause 6.10.4.1, and sends the derived <KSN> to the SN. The MN shall maintain the <SN Counter> as defined in Clause 6.10.5.2. 

The security aspects of SN Addition/Modification procedures are outlined in the Figure 6.10.3.1-1. The TS 37.340 [48] is to be referred for other details.
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Figure 6.10.3.1-1. Security aspects in SN Addition/Modification procedures (MN initiated) 
1.
The UE and the MN establish the RRC connection.

2.
The MN sends SN Addition/Modification Request message to the SN over the Xn-C to negotiate the available resources, configuration, and algorithms at the SN. The MN derives and sends the <KSN> to the SN if a new SN key is required. The MN shall also send UE security capabilities to the SN. 
Editor’s Note: Handling of UP security policy at SN for DRBs is FFS. 
3.
The SN allocates the necessary resources, and selects the ciphering and integrity algorithms which have the highest priority from its locally configured list and is also present in the UE security capability. If a new <KSN> was delivered to the SN then the SN derives the needed SN internal keys as described in Clause 6.10.4.1.
4.
The SN sends SN Addition Request/Modification Acknowledge message to the MN indicating availability of requested resources and the identifiers for the selected ciphering and integrity algorithms. 

5.
The MN sends the RRC Connection Reconfiguration message to the UE instructing the UE to configure DRBs and/or SRBs for the SN. The MN shall include the <SN Counter> parameter to indicate that the UE shall compute the <KSN> for the SN if a new key is needed. The MN shall forward the selected algorithm identifiers received from the SN in step (4) to the UE. 

6.
The UE accepts the RRC Connection Reconfiguration message. The UE shall derive the <KSN> for the SN if an <SN Counter> parameter was included. The UE shall also derive the needed SN internal keys. The UE sends the RRC Reconfiguration Complete to the MN. The UE activates the selected ciphering and integrity algorithms at this point.
7. 
The MN sends SN Reconfiguration Complete message to the SN over the Xn-C to inform the SN of the configuration result. On receipt of this message, SN may activate the selected ciphering and integrity algorithms. If SN does not activate ciphering and integrity algorithms at this stage, the SN shall activate them upon receiving the Random Access request from the UE.
6.10.2.2
SN modification (SN initiated with MN involvement)
When the SN initiates the SN Modification procedure with MN involvement, the SN may decide whether the change of <KSN> is required. The SN may also decide whether the change of security algorithms is required. If the SN decides that the change of <KSN> is required, the SN shall send the SN Modification Required message including the Key Change Indication to the MN. If the SN decides that the change of security algorithms is required, the SN shall send the SN Modification Requird message including the selected algorithm identifiers. When the MN receives Key Change Indication, the MN shall derive a fresh <KSN> and send the derived <KSN> to the SN in the SN Modification Request message. Rest of the flows are like those in Clause 6.10.3.2. This security aspect is outlined in the Figure 6.10.3.2-1. The TS 37.340 [48] is to be referred for other details.
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Figure 6.10.3.2-1. Security aspect in SN Modification procedure (SN initiated with MN involvement) 
6.10.2.3
SN modification (SN initiated without MN involvement)
For UE configurations provided by the SN to the UE directly, the SN shall only provide those UE configurations that affect only the configurations between the SN and the UE. It means that those UE configurations shall not change any configurations between the MN and the UE.
For the UE configurations reveived from the SN directly from the SN, the UE shall apply the received configurations only if they do not change configurations between the UE and the MN. 
When the SN initiates SN modification without MN involvement, i.e., the SN directly sends RRC Connection Reconfiguration message to the UE, the <KSN> shall not be changed.

The measurement configurations from the SN directly to the UE should be sent by the SN after security activation between the SN and the UE. The measurement reportings from the UE directly to the SN shall be sent by the UE only after security activation between the SN and the UE.

6.10.2.4
SN modification (SN initiated via MN)
For UE configurations provided by the SN to the UE indirectly via the MN, the SN shall only provide those UE configurations that affect only the configurations between the SN and the UE. It means that those UE configurations shall not change any configurations between the MN and the UE.
When the SN provides UE configurations to the UE indirectly via the MN, the MN may check if those UE configuration change configurations between the MN and UE. If they do not or if the MN does not check them, the MN shall transfer the UE configurations as-is to the UE without modification. Else if they do, the action taken by the MN is left to implementations, e.g., the MN may drop them.
For the UE configurations reveived from the SN indirectly via the MN, the UE shall apply the received configurations only if they do not change configurations between the UE and the MN. 
When the SN transfers RRC message to the UE via the MN, the <KSN> shall not be changed.

6.10.2.5
SN release (MN/SN initiated)
At the SN release (both the MN initiated and the SN initiated), the SN and the UE shall delete the <KSN> and the SN internal keys. 

6.10.2.6
SN change (MN/SN initiated)
At the SN change (both the MN initiated and the source-SN initiated), the source-SN and the UE shall delete the source-SN related <KSN> and the source-SN related internal keys. 
6.10.2.2 Security activation for offloaded Radio Bearers

6.10.2.3 Derivation of keys for Radio Bearers terminated in Secondary Node

6.10.2.4 Negotiation of security algorithms

6.10.2.5 Secondary Node key update

*************** End of Change 5 ****************
�These will be changed by other companion contributions.
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