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1
Decision/action requested

It is proposed to approve the update given in this pCR to TS 33.122 (Security aspect of CAPIF).
2
References

[1]
3GPP TS 33.122, v0.2.0 (S3-181537)
3
Rationale

The latest TS 33.122, v0.2.0 [1] subclause 6.4
"Security procedures for CAPIF-2 reference point" discusses the AEF's authorization of the API invoker to invoke the requested service API. The preceding onboarding result ensures that an API invoker is authorized by the CAPIF core function to initiate service requests with the associated AEF. Therfore, this pCR proposes to clarify the point that the authorization information is bound to the onboarding result. 
4
Detailed proposal

***** Start of Change *****
6.4
Security procedures for CAPIF-2 reference point 

TLS shall be used to provide integrity protection, replay protection and confidentiality protection. The support of TLS is mandatory and optional to use based on the domain administrator's policy to protect interfaces within the trusted domain.

If domain administrator chooses to apply security protections in CAPIF-2 reference point, the procedure in subclause 6.5 of the present document shall be used.

If the domain administrator's policy to authorize the API invoker's service API invocation requests is set, the API exposing function shall check whether the API invoker is authorized to invoke that service API based on the authorization information that was derived as the result of the successful onboarding of the API invoker. The API invoker's authorization shall be performed according to the authorization mechanisms specified for CAPIF-2e reference point in clause 6.5 of the present document.
6.5
Security procedures for CAPIF-2e reference point
Editor’s Note: This subclause will define security procedures for CAPIF-2e reference point.
6.5.1
General

Based on the selected security method by the CAPIF Core Function (c.f., subclause 6.3.1), one of the methods specified in subclause 6.5.2 shall be used by the API invoker and the API exposing function for CAPIF-2e interface authentication and protection. 

6.5.2
Authentication and Authorization 

Editor’s Note: This subclause will define authentication and authorization procedures on CAPIF-2e reference point.
6.5.2.1
Method 1 – Using TLS-PSK

The API invoker and the API exposing function shall follow the procedure in this sub-clause to establish dedicated secure session using TLS connection based on Pre-Shared Key (PSK). CAPIF-1e authentication shall be used to bootstrap a Pre-Shared key for authenticating a TLS connection for CAPIF-2e. It is assumed that both API invoker and CAPIF core function are pre-provisioned with certificates. The TLS profile as specified in Annex E of TS 33.310 [2] shall be used.
Figure 6.5.2.1-1 details the message flows between the API invoker, the CAPIF core function and the API exposing function, to establish secure CAPIF-2e interface using a pre-shared key for authentication. 
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Figure 6.5.2.1-1: CAPIF-2e interface authentication and protection using TLS-PSK
1.
CAPIF-1e authentication and secure session established as specified in subclause 6.3.1 of the present document is performed. 

2.
After successful establishment of TLS on CAPIF-1e, the API invoker and the CAPIF core function shall derive the key AEFPSK. Derivation of the key AEFPSK at the CAPIF core function may be delayed till a request for AEFPSK is received from the AEF in step 4A. 

The Key AEFPSK shall be bound to an AEF and shall be derived as specified in Annex A. 

3.  The API Invoker shall send Authentication Initiation Request to the AEF, including the CAPIF core function specific API invoker ID.

4.
The AEF shall request for security information from the CAPIF Core Function to perform authentication and secure interface establishment with the API invoker. The CAPIF Core Function provides the security information related to the chosen security method (TLS-PSK: AEFPSK) to the AEF over CAPIF-3 reference point. 

5.  After fetching the relevant security information (AEFPSK) for the authentication, the AEF shall send Authentication Initiation Response message to API invoker to initiate the authentication procedure.

6.  The API Invoker and the AEF shall perform mutual authentication using the key AEFPSK and establish TLS session over the CAPIF-2e. 

After successful establishment of TLS on CAPIF-2e reference point, the API exposing function shall authorize API invoker’s service API invocation requests based on authorization rights and authorization information obtained from CAPIF core function as specified in clause 8.16 of TS 23.222 [3]. The authorization information shall be bound to AEFPSK, the CAPIF ID, the AEF ID, and CAPIF core function specific API invoker ID.
6.5.2.2

Method 2 – Using PKI 

The API invoker and the API exposing function shall follow the procedure in this sub-clause to establish dedicated secure session over CAPIF-2e using TLS based on certificate based mutual authentication. It is assumed that both API invoker and API exposing function are pre-provisioned with certificates.
Figure 6.5.2.2-1 details the message flows between the API invoker, the CAPIF core function and the API exposing function related to this security method. 
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Figure 6.5.2.2-1: CAPIF-2e interface authentication and protection using certificate based mutual authentication

1.  The API invoker shall send Authentication Initiation Request to the AEF, including API invoker ID.

2.  The AEF shall request for security information from the CAPIF Core Function to perform authentication and secure interface establishment with the API invoker. The CAPIF Core Function provides the security information related to the chosen security method (TLS-PKI) to the AEF over CAPIF-3 reference point. CAPIF core function may return API invoker’s root CA certificate for the AEF to validate the API invoker’s certificate.

3.  After fetching the relevant security information for the authentication, AEF shall send Authentication Initiation Response message to API invoker to initiate the TLS session establishment procedure.
4.  Then the API Invoker and the AEF shall perform mutual authentication using certificates and establish TLS session over the CAPIF-2e as specified in subclause 6.3.1 of the present document.

After successful establishment of TLS on CAPIF-2e reference point, API exposing function shall authorize the API invoker’s service API invocation requests based on authorization rights and authorization information obtained from CAPIF core function as specified in clause 8.16 of TS 23.222 [3]. The authorization information shall be bound to the CAPIF ID, the AEF ID, CAPIF core function specific API invoker ID.
***** End of Change *****
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