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*********** START OF CHANGES ***********

*** Change 1 (based on TS 33.501 f.0.0) ***
6.8.2
Key handling at RRC state transitions

6.8.2.1 
Key handling at transitions between RRC-INACTIVE and RRC-CONNECTED states


6.8.2.1.1
General

RRC-INACTIVE state was introduced in 5G to allow gNB to suspend the UE RRC connection while the gNB and the UE continue to maintain the UE 5G AS security context. The UE RRC connection can be resumed at a later time by allowing the UE to transition into RRC-CONNECTED state. The UE may transition from RRC-INACTIVE state to RRC-CONNECTED state to the same last serving gNB which sent the UE into RRC-INACTIVE state or to a different gNB. While the UE is in RRC-INACTIVE state, the UE and last serving gNB store the UE 5G AS security context which can be reactivated when the UE transitions from RRC-INACTIVE to RRC-CONNECTED.
6.8.2.1.2
Key handling at transitions from RRC-CONNECTED to RRC-INACTIVE

The gNB shall send to the UE an <RRC Connection Inactive> message that is ciphered and integrity protected in PDCP layer using a current AS security context. The gNB shall include an I-RNTI in that <RRC Connection Inactive> message. The I-RNTI is used for context identification, and the UE ID part of the I-RNTI assigned by the gNB shall be different in consecutive suspends of the same UE. This is to avoid tracking of UEs based on the I-RNTI. If the gNB has a refresh and unused pair of {NCC, NH}, the gNB shall include the NCC in the <RRC Connection Inactive> message. The NCC is used for AS security.
The gNB shall delete the current AS keys KRRCint, KRRCenc, KUPenc (if available), and KUPint (if available) after sending the <RRC Connection Inactive> message to the UE. If the sent NCC value is fresh and belongs to an unused pair of {NCC, NH}, the gNB shall save the pair of {NCC, NH} in the UE AS security context and delete the current AS key KgNB. If the sent NCC value is equal to the NCC value associated with the current KgNB, the gNB shall keep the current AS key KgNB and NCC. The gNB shall store the sent I‑RNTI together with the current UE context including the remainder of the AS security context.
Upon receiving the <RRC Connection Inactive> message from the gNB, if it includes an NCC, the UE shall save it as stored NCC with the current UE context. The UE shall delete the current AS keys KRRCint, KRRCenc, KUPenc (if available), and KUPint (if available). If the stored NCC value is different from the NCC value associated with the current KgNB, the UE shall delete the current AS key KgNB. If the stored NCC is equal to the NCC value associated with the current KgNB, the UE shall keep the current AS key KgNB. The UE shall store the received I-RNTI together with the current UE context including the remainder of the AS security context, for the next state transition.
6.8.2.1.3
Key handling at transitions from RRC-INACTIVE to RRC-CONNECTED to a new gNB
When the UE decides to resume the RRC connection to transit from RRC-INACTIVE to RRC-CONNECTED, the UE shall derive a KgNB* using the target PCI, target ARFCN-DL and the KgNB/NH in the current UE 5G AS security context with either a horizontal key derivation or a vertical key derivation according to the stored NCC and the NCC associated with current KgNB, as defined in clause 6.9.2.1.1 and Annex A.11. The UE shall further derive KRRCint and KRRCenc from the newly derived KgNB*. 

The UE sends <RRC Connection Resume Request> message on SRB0 and hence it is not integrity protected. However, the <RRC Connection Resume Request> message shall include the I-RNTI and an <InactiveMAC-I>. The I-RNTI is used for context identification and its value shall be the same as the I-RNTI that the UE had received from the source gNB in the <RRC Connection Inactive> message. The <InactiveMAC-I> is a message authentication token, the UE shall calculate it using the integrity algorithm (NIA) in the stored AS security context, which was negotiated between the UE and the source gNB and the newly calculated KRRCint with the following inputs: 

- 
KEY


: it shall be set to newly derived KRRCint;

-
BEARER

: all its bits shall be set to 1.

-
DIRECTION
: its bit shall be set to 1;
-
COUNT

: all its bits shall be set to 1;

-
MESSAGE
: it shall be set to <VarInactiveMAC-Input> as defined in TS 38.331 [22] with following inputs: source C-RNTI, source PCI, resume constant, target Cell-ID.
The target gNB extracts the I-RNTI from the <RRC Connection Resume Request> message. The target gNB contacts the source gNB based on the information in the I-RNTI by sending an <Xn-AP Retrieve UE Context Request> message  with the following included: I-RNTI, the <InactiveMAC-I> and target cell ID, in order to allow the source gNB to validate the UE request and to retrieve the UE context including the UE 5G AS security context. 

The source gNB retrieves the stored UE context including the UE 5G AS security context from its database using the I-RNTI. The source gNB calculates KgNB* taking in consideration the target cell PCI, target ARFCN-DL and the KgNB/NH in the current UE 5G AS security context with either a horizontal key derivation or a vertical key derivation according to whether the source gNB has an unused pair of {NCC, NH} as described in Annex A.11. The source gNB can obtain the target PCI and target ARFCN-DL from a cell configuration database by means of the target Cell ID which was received from the target gNB. In addition, the source gNB shall derive the KRRCint based on KgNB*, and verify the <InactiveMAC-I> (calculating it in the same way as described above). If the check of the <InactiveMAC-I> is successful, the source gNB shall respond with an <Xn-AP Retrieve UE Context Response> message to the target gNB including the UE context including the UE 5G AS security context. The UE 5G AS security context sent to the target gNB shall include the new derived KgNB*, the NCC associated to the KgNB*, the UE 5G security capabilities, and the ciphering and integrity algorithms used by the UE with the source cell. 

The target gNB shall check if it supports the ciphering and integrity algorithms the UE used with the last source cell. If the target gNB does not support the ciphering and integrity algorithms used in the last source cell, the target gNB shall send an <RRC Connection Setup> message on SRB0 in order to proceed with RRC connection establishment as if the UE was in RRC_IDLE (fallback procedure) to the UE. 

If the target gNB supports the ciphering and integrity algorithms used with the last source cell and these algorithms are the chosen algorithms by the target gNB, the target gNB shall derive new AS keys (RRC integrity key, RRC encryption key and UP keys) corresponding to the algorithms the UE used with the source cell and the received KgNB*. The target gNB shall reset all PDCP COUNTs to 0 and activates the new keys in PDCP layer. The target gNB shall respond to the UE with an <RRC Connection Resume> message on SRB1 while integrity protected and ciphered in PDCP layer using the new RRC keys. 

In case the algorithms the UE used with the last source cell are supported by the target gNB but not the preferred and chosen algorithms, the target gNB shall include the preferred and chosen algorithms in the <RRC Connection Resume> message to be used for protecting communication after the complete exchange of <RRC Connection Resume> message. 

When the UE receives the <RRC Connection Resume> message, the UE shall decrypt the message using the KRRCenc that was derived based on KgNB* that was used to calculate the <InactiveMAC-I> of the <RRC Connection Resume Request> message. If the target gNB does not include ciphering and integrity protection algorithms in the <RRC Connection Resume> message, the UE shall send the <RRC Connection Resume Complete> message both integrity protected and ciphered to the target gNB on SRB1 using the current KRRCint and KRRCenc.
If the target gNB includes ciphering and integrity protection algorithms in the <RRC Connection Resume> message, the UE shall use the newly chosen algorithms to derive the new AS keys (RRC integrity key, RRC encryption key and UP keys) from the KgNB* and the chosen algorithms. The UE shall reset all PDCP COUNTs to 0 and activates the AS keys in PDCP layer based on the new RRC and UP keys and then sends the <RRC Connection Resume Complete> message both integrity protected and ciphered to the target gNB on SRB1 using the new KRRCint and KRRCenc.
NOTE: 
When UE receives <RRC Connection Reject> message from the target gNB, the UE shall delete current AS keys including KgNB*, derived new RRC integrity key, RRC encryption key and UP keys, and restore KgNB/NH as current AS key. 
Upon receiving the <RRC Connection Resume Complete> message, if the target gNB has chosen new algorithms, the target gNB shall derive new AS keys (RRC integrity key, RRC encryption key and UP keys) from the KgNB* and the chosen algorithms. The target gNB shall activate the new AS keys in PDCP layer again to decipher and verify the <RRC Connection Resume Complete> message. 
Security is fully resumed on UE side after reception and processing of RRC connection resume message. The UE can receive data on DRB(s) after having received and processed RRC connection resume message. UL data on DRB(s) can be sent after <RRC Connection Resume Complete> message has been successfully sent.

After a successful transition from RRC-INACTIVE to RRC-CONNECTED the target gNB shall perform Path Switch procedure as in the case of Xn-handover.
6.8.2.1.4
Key handling at transitions from RRC-INACTIVE to RRC-CONNECTED to the same gNB

The target gNB may be the same as the source gNB in the description in the previous subclause. If so, the single gNB performs the roles of both the source and target gNB.
6.8.2.2
Key handling during mobility in RRC-INACTIVE state


6.8.2.2.1
General

The purpose of this procedure is to allow the UE to notify the network if it moves out of the configured RNA or if UE initiates a periodical RAN-based notification area update procedure. The UE and gNB store the AS security context in RRC_INACTIVATE state and reactivate the AS security context when the UE initiate the RAN-based Notification Area Update procedure.
6.8.2.2.2
Key handling at RAN-based notification area update to a new gNB

When the UE decides to initiate the RAN-based notification area procedure the UE may initiate the procedure with a new gNB. In this case, the UE, the target gNB and the source gNB follow the detailed procedure as described in clause 6.8.2.1.3 with the following deviations:

In case the algorithms the UE was using with the last source cell are supported by the target gNB but are not the preferred and chosen algorithms, the target gNB should send <RRC Connection Resume> message including chosen algorithms to the UE to bring the UE to RRC_CONNECTED and then the target gNB sends <RRC Connection Inactive> message to the UE to send it back to RRC_INACTIVE. Otherwise, the target gNB includes the chosen algorithms in the <RRC Connection Inactive> message.

If the target gNB selects the ciphering and integrity protection algorithms which the UE was using with the last source cell and the target gNB decides to send the UE directly back to RRC_INACTIVE state without bringing the UE to RRC_CONNECTED state, the target gNB shall perform a Path Switch procedure with the AMF to get a fresh {NCC, NH} pair before sending the <RRC Connection Inactive> message to the UE. After the target gNB receives a fresh {NCC, NH} pair in the Path Switch Acknowledgement message from the AMF, the target gNB shall set the value of NCC in the <RRC Connection Inactive> message to the NCC value of the received fresh {NCC, NH} pair.
6.8.2.2.3
Key handling at RAN-based notification area update to the same gNB
When the UE decides to initiate a periodic RAN-based notification area update procedure, the target gNB may be the same as the source gNB. If so the single gNB performs the roles of both the source and target gNB.
************ END OF CHANGES ************
