3GPP TSG-SA WG3 (Security) Meeting #91Bis 
S3-181693
La Jolla (US), 21-25 May 2018
revision of S3-18XXXX
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.501
	CR
	0183
	rev
	-
	Current version:
	15.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	X
	Core Network
	


	

	Title:

	Security Negotiation for RRC INACTIVE

	
	

	Source to WG:
	Huawei, Hisilicon

	Source to TSG:
	SA3

	
	

	Work item code:
	5GS_Ph1-SEC
	
	Date:
	2018-05-21

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Security negotiation procedure for RRC INACTIVE is needed.

	
	

	Summary of change:
	According to RAN2 LS R2-1806457, if the new gNB wishes to use different algorithms, the target gNB will sent UE to IDLE and initial an AS security again. However, it may involve huge overhead of the NAS and RRC signaling. Thus, the contribution provides a method to try best to reduce the overhead of security negotiation. 

For INACTIVE to CONNECTED:

When the target gNB supports the old algorithm, but it is not the best one, the target could use the old algorithm at first, and include the selected algorithm in the MSG4 to the UE. After receiving the selected algorithm, the UE and the target gNB shall use the new algorithm.

For RNAU:

When the target gNB supports the old algorithm, but it is not the best one, the target gNB should move the UE to CONNECTED, and negotiates security algorithms with UE as in the case of INACTIVE to CONNECTED, after that, the target gNB send the UE back to INACTIVE. If the UE receives newly selected ciphering and integrity algorithms in RRC Connection Inactive, the UE shall save the newly selected algorithms in the UE security context before going INACTIVE.
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*********** START OF CHANGES ***********

*** Change 1 (based on TS 33.501 f.0.0) ***
6.7
Security algorithm selection, key establishment and security mode command procedure
6.7.3
Procedures for AS algorithm selection
6.7.3.x
Transitions from RRC-INACTIVE to RRC-CONNECTED states
At state transition from RRC-INACTIVE to RRC-CONNECTED, the source gNB shall include the UE 5G security capabilities and the ciphering and integrity algorithms the UE was using with the source cell in the <Xn-AP Retrieve UE Context Response> message. 
The target gNB shall check if it supports the received algorithms, if not, the target gNB shall send an <RRC Connection Setup> message on SRB0 in order to proceed with RRC connection establishment as if the UE was in RRC_IDLE (fallback procedure) to the UE. Then the UE performs NAS recovery, and negotiates a suitable algorithm with target gNB via AS SMC procedure.

If the target gNB supports the ciphering and integrity algorithms used in the last source cell, the target gNB shall check the received algorithms to its locally configured list of algorithms (this applies for both integrity and ciphering algorithms). If the target gNB selects different algorithms compared to what the UE was using with the source gNB, the target gNB shall select the highest priority algorithm from its locally configured list of algorithms that is also supported by the UE as per the UE 5G security capabilities. In this case, the chosen algorithms shall be indicated to the UE in the <RRC Connection Resume> message. The <RRC Connection Resume> message is protected by the RRC key derived according to the algorithms used in the last source cell. 
The target gNB shall derive new RRC keys according to the selected algorithms to validate the <RRC Connection Resume Complete> message received from the UE and to activate the PDCP security based on the new RRC keys.

If the UE does not receive any selection of integrity and ciphering algorithms, it continues to use the same algorithms as before the resumption. Otherwise, the UE shall derive new RRC key according to the selected algorithms, and activate PDCP security again, and send <RRC Connection Resume Complete> message protected by the new RRC keys to the target gNB.
6.7.3.y
RNA Update procedure
If the source gNB decides to relocate UE context to the target gNB during an RNA Update procedure, the source gNB shall include the UE 5G security capabilities and the ciphering and integrity algorithms the UE was using with the source cell in the <Xn-AP Retrieve UE Context Response> message. 
The target gNB shall check if it supports the received algorithms, if not, the target gNB shall send an <RRC Connection Setup> message on SRB0 in order to proceed with RRC connection establishment as if the UE was in RRC_IDLE (fallback procedure) to the UE. Then the UE performs NAS recovery, and negotiates a suitable algorithm with target gNB via AS SMC procedure.
If the target gNB supports the ciphering and integrity algorithms used in the last source cell, the target gNB shall check the received algorithms to its locally configured list of algorithms (this applies for both integrity and ciphering algorithms). If the target gNB selects different algorithms compared to what the UE was using with the source gNB, the target gNB shall select the highest priority algorithm from its locally configured list of algorithms that is also supported by the UE as per the UE 5G security capabilities and the target gNB should send <RRC Connection Resume> message including chosen algorithms to the UE to bring the UE to RRC_CONNECTED. In this case, the UE and the target gNB shall negotiate the algorithms as described in clause <6.7.3.x>. 
If the target gNB decides to send the UE directly back to RRC_INACTIVE state without bringing the UE to RRC_CONNECTED state, the target gNB includes the chosen algorithms in the <RRC Connection Inactive> message. If the UE receives new selected integrity and ciphering algorithms in the <RRC Connection Inactive>, the UE shall follow the procedure in clause <TBD> to delete the current RRC and UP keys and save the newly selected algorithms in the UE security context before going INACTIVE.
************ END OF CHANGES ************
