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1
Decision/action requested

The proposal analyses the two procedures which are about how to obtain the access token in TS33.501. 
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Rationale
3.1
Summary 

The aim of this contribution is 

1. Provide the analysis for merits and drawbacks of those two possibilities defined in TS 33.501 15.0.0 clause 13.4.1.1 : access token request during NF service discovery procedure and access token request independently before service access procedure,
2. Provide proposals for authorization for service access performed by NF and NRFs.
3.2
Discussion for the service access authorization
NF service authorization shall ensure the NF Service Consumer is authorized to access the NF service provided by the NF Service Provider, according to e.g. the policy of NF, the policy from the serving operator, the inter-operator agreement.
TS 33.501 specifies two procedures for service access authorization. The access token request during NF service discovery procedure means obtaining the access token through the Nnrf_NFDiscovery_Request Response message. However, in some cases, the token-based authorization is not used, for instance, the NRF can check authorization of the service consumer NF based on local policy instead of generating the access token for granting the service. Therefore, obtaining the access token during the NF service discovery procedure should not be mandated. 
In addition, in TS 23.501 clause 7.1.4, it specifies the following text:
- Check whether the NF Service Consumer is permitted to discover the requested NF Service Producer instance during the NF service discovery procedure. This is performed on a per NF granularity by NRF.

NOTE 1:
When NF discovery is performed based on local configuration, it is assumed that locally configured NFs are authorized.
- Check whether the NF Service Consumer is permitted to access the requested NF Service Producer for consuming the NF service, with a request type granularity. This is performed on per UE, subscription or roaming agreements granularity. This type of NF Service authorization shall be embedded in the related NF service logic.
According to the description above, it shows that both service discovery and service access need to be authorized. But that doesn’t always mean the token must be obtained during the NF service discovery procedure. Solution should be flexible to take other cases into consideration in the example above where token is not used for authorization. Meanwhile, “this type of NF Service authorization shall be embedded in the related NF service logic.” does not preclude defining an authorization method in SA3, and not limit the authorization logic to be performed only by producer NF.
Proposal 1: Access token generating and obtaining during NF service discovery should be supported, but not mandated.

Comparing with the authorization method above, a separate token based authorization is more reasonable. It defines a unified procedure for both non-roaming and roaming scenario, the procedure is complete but simple. In general, it is token-driven and the token can be reused, which improves the efficiency. From the flexibility perspective, service access authorization can either be separate or be combined with discover procedure if the token can be provided separately. Meanwhile it considers the situation that NRF obtains subscription data during authorization decisions. Another benefit is that if the token obtaining procedure is independent, other service authorization (e.g. policy based) can be used. Even though token based solution is preferred, but it should not be mandated, especially when we consider the local policy of the NRF. Moreover, if the access token needs to be refreshed, it can be clarified that the separate token based mechanism is used.
Proposal 2: each time NF consumer requests or refresh token, an independent token obtaining procedure shall be used.
TS 23.501 clause 7.1.4 also mentions the following which means an independent NF authorisation framework without some configurations is needed clearly.

NOTE 3:
It is expected that an NF authorisation framework exists in order to perform consumer NF authorisation considering UE, subscription or roaming agreements granularity. This authorisation is assumed to be performed without configuration of the NRF regarding UE, subscription or roaming information.
However, the concern is that if we separate the token obtaining procedure and NF service discovery procedure, the NRF would prefer to not use the token for the next service access. One possibility is that the NRF can make the decision according to the local policy. In other words, if the NRF recognizes the NF service is already discovered before based on some specific list which includes the NF service name and NF type, the NRF could skip the token obtain procedure. It looks much simpler than the NRF sending the access token to NF. On the other hand, it depends the behaviour of the NRF. From the security view, generating a token is more secure than trusting the NF based on the local policy directly. 

     For majority of cases, token based authorization would be a good choice for security. The token based authorization is very simple, whether it is OAuth-based or not, but the standards should allow other cases to be supported as well. 
4
Detailed proposal

It is proposed to endorse the following proposal: 
Proposal 1: Access token generating and obtaining during NF service discovery should be supported, but not mandated
Proposal 2: Each time NF consumer requests or refresh token, an independent token obtaining procedure shall be used. 

