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1. Overall Description:

SA3 thanks CT3 for the LS on Security for NEF Northbound APIs. SA3 discussed the CT3 LS and provides the following clarifications:

1. Which specification under the SA3 remit should be referenced for the security of the 5G NEF Northbound APIs?
SA3 answer: TS 33.501 should be referenced for the security of the 5G NEF Northbound APIs. The TLS solution is defined in TS 33.310 as specified in TS 33.187 used for T8, and the NEF Northbound APIs shall also reuse the same security method TLS is defined in TS 33.310 as specified in TS 33.501 used for N33. Currently, no other security solution except the TLS is used for T8 and N33.
2. In SA3, whether the CAPIF Work item relates to the NAPS and 5GS_Ph1 work items?

SA3 answer: The CAPIF WI in SA3 has no overlap with the NAPS and 5GS_Ph1 WIs. CAPIF work item will consider to harmonize the security mechanism defined for the T8 and N33 with the security mechanism defined for CAPIF-2/2e.
If CAPIF is supported, the security communication between API invoker and the AEF supports the security mechanism specified for CAPIF-2/2e, T8 or N33. 
3. If yes, are there any security related requirements for the Northbound NEF APIs and the T8 APIs resulting from the SA3 CAPIF work?

SA3 answer: No. The CAPIF does not specify security related requirement for T8/N33 except harmonization. SA3 concluded that the TLS defined in TS 33.310 is the only security solution used for CAPIF-2/2e/T8/N33.
4. If so, which requirements apply and how can conflict between non-CAPIF security requirements for T8/N33 and CAPIF related requirements be avoided?

SA3 answer: None according to the Question 3's answer.

2. Actions:

To SA3 group.

ACTION: 
SA3 asks CT3 to kindly take the above answers into account.

3. Date of Next SA3 Meetings:
SA3#92
20 - 24 Aug 2018

DaLian (China)
SA3#92Bis
24 - 28 Sep 2018

HaErBin (China)
