3GPP TSG SA WG3 (Security) Meeting #90
S3-180452
22 -26 January 2018 Gothenburg (Sweden)
merger of S3-180257,

S3-180322, S3-180323

Source:
Qualcomm Incorporated, Gemalto, IDEMIA
Title:
Keys in the UE
Document for:
Approval

Agenda Item:
7.2.2.4
1
Decision/action requested

This pCR proposes specification text for clause 6.2.2.2 Keys in the UE (based on text in 6.2.2.1 Keys in network entities).
2
References

 [1]
S3-173524 - draft TS 33.501 v0.6.0  
3
Rationale

For the wider adoption and deployment of the 5G system, it should be possible for operators to use pre-Rel-15 USIM (i.e., legacy USIMs) to connect to the 5G system. Such an USIM may not support the storage of 5G security context and in such cases, the 5G security context can be stored in the non-volatile memory of the ME at ME power off. 

Of course, the use of Rel-15 USIM should also be supported. Such an USIM may support the storage of 5G security context and in such cases, the storage of 5G security context at the USIM should be used.  The decision on whether to use pre-Rel-15 USIM or Rel-15 USIM is an operator decision.

Also, following similar principles as for EPS, any 5G security context stored at the ME shall be deleted if change of tamper resistance secure component is detected by the ME.

This pCR proposes to text for supporting the use of pre Rel-15 USIM with 5G system for the generation and storage of keys in the UE.
4
Detailed proposal

SA3 kindly requested to agree to the below pCR.

   *** START of 1st CHANGE ***

6.2

Key hierarchy, key derivation, and distribution scheme
Editor's Note: This subclause is meant to contain an overall description of all the keys in the 5G key hierarchy, also comprising keys shared between UE and access network that are defined only below in clause 8 of the present document. 

6.2.1
Key hierarchy

Requirements on 5GC and NG-RAN related to keys:

a)
The 5GC and NG-RAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 bits and for future use the network interfaces shall be prepared to support 256 bit keys.

b)
The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.
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Figure 6.2.1-1: Key hierarchy generation in 5GS 

Editor’s Note: Key hierarchy from the K to the KSEAF is FFS and therefore shown so in Figure 6.2.1-1. The figure needs to be updated and relevant description needs to be added. Corresponding nodes/components on the network side and the UE side also need to be clarified.

Editor’s Note: It is FFS whether the 5GC will support a horizontal key derivation like mechanism to provide backward security during AMF changes.

Editor’s Note: When the AUSF stored the KAUSF, it is FFS whether the USIM or ME needs to store it too.  

The keys related to authentication (see Figure 6.2.1-1) includes the following keys: K, CK/IK, and if EAP-AKA’ is used CK’/IK’.

The key hierarchy (see Figure 6.2.1-1) includes the following keys: KAUSF, KSEAF, KAMF, KNASint, KNASenc, KN3IWF, KgNB, KRrCint, KRRCenc, KUPint and KUPenc.

Keys for NAS signalling: 

-
KNASint is a key, which shall only be used for the protection of NAS signalling with a particular integrity algorithm.

-
KNASenc is a key, which shall only be used for the protection of NAS signalling with a particular encryption algorithm. 

Editor’s Note: Further description, according to agreement on AMF handling UEs from multiple accesses, is FFS.

Keys for UP traffic: 

-
KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. 

-
KUPint is a key, which shall only be used for the protection of UP traffic between ME and gNB with a particular integrity algorithm.

Keys for RRC signalling: 

-
KRRCint is a key, which shall only be used for the protection of RRC signalling with a particular integrity algorithm.

-
KRRCenc is a key, which shall only be used for the protection of RRC signalling with a particular encryption algorithm.

Intermediate keys: 

-
NH is a key derived by ME and AMF to provide forward security as described in Clause <FFS>. 

-
KgNB* is a key derived by ME and gNB when performing a horizontal or vertical key derivation as specified in Clause <FFS> using a KDF as specified in Clause <FFS>. 

   *** END of 1st CHANGE ***

   *** START of 2nd CHANGE ***

6.2.2.2
Keys in the UE

For every key in a network entity, there is a corresponding key in the UE.

Keys in the USIM
The USIM shall store the same long-term key K that is stored in the ARPF. 

During an authentication and key agreement procedure, the USIM shall generate key material CK, IK and RES from K that it forwards to the ME. 

Keys in the ME
The ME shall generate the KAUSF from the CK, IK received from the USIM. The generation of this key material is specific to the authentication method and is specified in clause 6.1.3. 
When 5G AKA is used, the generation of RES* from RES shall be performed by the ME.
Storage of the KAUSF at the UE is optional. If the USIM supports 5G parameters storage, KAUSF shall be stored in the USIM. Otherwise, KAUSF shall be stored in the non-volatile memory of the ME.
Editor’s Note: It is FFS to define the event(s) that triggers the storage of KAUSF in the ME or in the USIM.

The ME shall perform the generation of KSEAF from the KAUSF. If the USIM supports 5G parameters storage, KSEAF shall be stored in the USIM. Otherwise, KSEAF shall be stored in the non-volatile memory of the ME.
Editor’s Note: It is FFS to define the event(s) that triggers the storage of KSEAF in the ME or in the USIM.

The ME shall perform the generation of KAMF. If the USIM supports 5G parameters storage, KAMF shall be stored in the USIM. Otherwise, KAMF shall be stored in the non-volatile memory of the ME.
Editor’s Note: It is FFS to define the event(s) that triggers the storage of KAMF in the ME or in the USIM.

The ME shall perform the generation of all other subsequent keys that are derived from the KAMF. 
Editor’s Note: It is FFS whether any subsequent keys that are derived from the KAMF needs to be stored at ME and if so, which keys.
Any 5G security context, KAUSF and KSEAF that are stored at the ME shall be deleted from the ME if:

a) the USIM is removed from the ME when the ME is in power on state;

b) the ME is powered up and the ME discovers that the USIM is different from the one which was used to create the 5G security context;

c) the ME is powered up and the ME discovers that there is no USIM  is present at the ME.


   *** END of 2nd CHANGE ***
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