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1
Decision/action requested
It is proposed to approve the changes in clause 4 for inclusion in TS 33.501
2
References

[1]
3GPP TS 33.401
3
Rationale

This contribution proposes subclauses for mapping of security contexts when interworking between 4G and 5G. This will improve readability and simplify the specification text. These new subclauses have no correspondent in TS 33.401 [1]. In fact, the description of how the target system security parameters are derived is rather scattered in the 4G specification.

In this proposal, the mapping of the security contexts is based on how it is done during interworking from 4G to 3G and where the 3G key is derived from the current KASME. More precisely, regardless of the direction, the target system anchor key is derived from the source system current anchor key using the NAS COUNT (Upling for idle mode and Downlink for handover). The other parameters such as the mapped NAS COUNT are set to the initial values. This is because the corresponding anchor key is fresh. The selection of the NAS algorithms in the target system is initially based on a predefined set of mapping rules (to be standardized). Hence any required change at the target system would be achieved by a run of a NAS SMC procedure.
The derivation model based on nonces (such as when moving from 3G to 4G) is not needed since the NAS COUNTS present both in the 4G and 5G security contexts are sufficient to provide fresheness. Consider the scenario where an idle UE, initially registered in 4G, keeps going back and forth between 4G and 5G quickly enough so that the native 4G security context persists. Each time the UE uses the 4G native security context and successefully register in the 4G system, then the corresponding NAS Uplink COUNT is incremented. Therefore, during any transition to 5G after a successful return to 4G, a fresh NAS Uplink COUNT value would be available. 

4
Detailed proposal

***
BEGIN CHANGES
***

9.X
Mapping of security contexts
Editor’s Note: It is FFS whether mapping of the selected NAS algotihms is needed and if yes how it is realized.
Editor’s Note: It is FFS whether deriving a KSEAF is required in mobility scenarios from 4G to 5G.

9.X.1
Mapping of a 5G security context to an EPS security context

The derivation of a mapped EPS security context from a 5G security context is done as described below:

· The K'ASME key, taken as the KASME, shall be derived from the KAMF using the current NAS Uplink COUNT value in idle mode mobility or the NAS Downlink COUNT value in handovers as described in Annex A.U. 

· The eKSI for the newly derived KASME key shall be defined such as the value field is taken from the ngKSI and the type field is set to indicate a mapped security context.

NOTE:
Whenever an algorithm change is required, the target MME initiates an NAS SMC to select other algorithms as described in TS 33.401 [10].
9.X.2
Mapping of an EPS security context to a 5G security context

The derivation of a mapped 5G security context from an EPS security is done as described below.

· The K'AMF key, taken as the KAMF, shall be derived from the KASME using the current NAS Uplink COUNT in idle mode mobility or the NAS Downlink COUNT value in handovers as described in Annex A.V. 
Editor’s Note: It is FFS whether KAMF derivation can use NH
 value as a freshness parameter instead of the NAS Downlink COUNT in handover. If NH is used as a freshness parameter, clause A.U needs to be updated accordingly.
· The ngKSI for the newly derived KAMF key shall be defined such as the value field is taken from the eKSI and the type field is set to indicate a mapped security context.

NOTE:
Whenever an algorithm change is required, the target AMF initiates a NAS SMC to select other algorithms as described in <TBD>.
***
NEXT CHANGES
***

A.U
KAMF to K'ASME derivation for interworking
A.U.1
Idle mode mobility

This input string is used when there is a need to derive K'ASME from KAMF during mapping of security contexts from 4G to 5G at idle mode mobility. The following input parameters shall be used.

-
FC = 0x??
-
P0 = NAS Uplink COUNT value

-
L0 = length of NAS Uplink COUNT value (i.e. 0x00 0x04)

The input key shall be KAMF.
A.U.2
Handover

This input string is used when there is a need to derive K'ASME from KAMF during mapping of security contexts from 4G to 5G at handovers. The following input parameters shall be used.

-
FC = 0x??
-
P0 = NAS Downlink COUNT value

-
L0 = length of NAS Downlink COUNT value (i.e. 0x00 0x04)

The input key shall be KAMF.
***
NEXT CHANGES
***

A.V
KASME to K'AMF derivation for interworking

A.V.1
Idle mode mobility

This input string is used when there is a need to derive K'AMF from KASME during mapping of security contexts from 5G to 4G at idle mode mobility. The following input parameters shall be used.

-
FC = 0x??
-
P0 = NAS Uplink COUNT value

-
L0 = length of NAS Uplink COUNT value (i.e. 0x00 0x04)

The input key shall be KASME.

A.V.2
Handover

This input string is used when there is a need to derive K'AMF from KASME during mapping of security contexts from 5G to 4G at handovers. The following input parameters shall be used.

-
FC = 0x??
-
P0 = NAS Downlink COUNT value

-
L0 = length of NAS Downlink COUNT value (i.e. 0x00 0x04)

The input key shall be KASME.

***
END OF CHANGES
***
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