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1
Decision/action requested

To agree the proposed pCR for CAPIF-Sec TS 33.122
2
References

 [1]
3GPP TS 23.222:  Functional architecture and information flows to support Common API framework for 3GPP Northbound APIs
[2]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
3
Rationale

As per TS 23.222 [1], CAPIF-1, CAPIF-2, CAPIF-3, CAPIF-4 and CAPIF-5 reference points are for CAPIF entities that are within PLMN trust domain. This document proposes NDS/IP specified (as per TS 33.310 [2]) mechanism for CAPIF reference points within a trusted domain. It is proposed to SA3 to agree this pCR for CAPIF-Sec TS 33.122.
4
Detailed proposal

****************** Start of Changes ************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[A]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
It is preferred that the reference to 21.905 be the first in the list.

****************** End of Changes ************************
****************** Start of Changes ************************

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>
TLS
Transport Layer Security
****************** End of Changes ************************
****************** Start of Changes ************************

5.3
Security within PLMN trust domain
Editor’s Note: This clause will define potential security procedure to secure reference points within PLMN trust domain.

To ensure security of the interfaces between CAPIF entities within a trusted domain, namely CAPIF-1, CAPIF-2, CAPIF-3, CAPIF-4, CAPIF-5:

-
Secure communications over the TLS connection as specified in 3GPP TS 33.310 [A] shall be applied to secure messages on the reference points unless specified otherwise; and

-
3GPP TS 33.310 [A] may be applied regarding the use of certificates unless specified otherwise in the present document.
NOTE:
It is up to the domain administrator's policy to protect interfaces within the trusted domain.
****************** End of Changes ************************

