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7.2.1.1 Key hierarchy - Miscellaneous
1
Decision/action requested

We propose that SA3 should agree how KSIAMF is assigned with 5G AKA and EAP-AKA’.  
2
References

N/A
3
Detailed proposal

In EPC, the key set identifier (eKSI) is used to identify the Kasme (and further keys) that was created during EPS AKA authentication or during inter-RAT mobility for mapped contexts. The eKSI consists of a value (three bits; 0-6, value 7 is reserved) and type (one bit, i.e. KSIASME or KSISGSN). The KSIASME is sent to the UE in the authentication request message. 
"The MME sends to the USIM via ME the random challenge RAND and an authentication token AUTN for network authentication from the selected authentication vector. It also includes a KSIASME for the ME which will be used to identify the KASME (and further keys derived from the KASME) that results from the EPS AKA procedure." (TS 33.401, clause 6.1.1 AKA procedure)

EPS authentication is a standalone procedure which can be initiated by the network at any time when the NAS signalling connection exists. Authentication is often followed by NAS SMC, however, it is not always the case. Successful authentication creates a partial native non-current security context that is identified by the KSIASME. The partial native non-current security context is taken into use by the MME and UE when the MME runs NAS SMC i.e. the partial non-current context becomes the current security context only if the MME runs NAS SMC. The NAS SMC includes the eKSI that refers to the security context that is either taken into use (changing the state of the (partial or full) non-current context as current); or being modified (e.g. changing the algorithm of the current context),. 

We propose that in 5G, the authentication should remain as a standalone procedure, and consequently that the KSIAMF should be assigned during authentication too. 
With the EAP framework, we propose that the KSIAMF is assigned in the first EAP message towards the UE. This would correspond to the model that is likely used with 5G AKA too, i.e. KSIAMF is assigned before the authentication is completed. The KSIAMF could also be assigned in EAP Success, however, then the behaviour in the network side would be different for 5G AKA and EAP AKA’. 
Note that there are many other open issues related to the handling of KSIAMF that are out of the scope of the present contribution, e.g. how the KSEAF is identified, and can the KSIAMF be also re-assigned later when horizontal key derivation is performed. 
*** BEGINNING OF CHANGES *** 
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>
5GC
5G Core Network
5G-AN
5G Access Network
5G-RAN
5G Radio Access Network 
AES
Advanced Encryption Standard

AIA
Authentication Initiation Answer

AIR
Authentication Information Request

AIR
Authentication Information Response

AIR
Authentication Initiation Request

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation.

AKA
Authentication and Key Agreement

AMF
Access and Mobility Management Function

AMF
Authentication Management Field

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation. 
ARPF
Authentication credential Repository and Processing Function

AUSF
Authentication Server Function

aUTN
AUthentication TokeN

AV
Authentication Vector

CP
Control Plane

CTR
Counter (mode)

CU
Central Unit

DN
Data Network

DNN
Data Network Name

DU
Distributed Unit

EAP
Extensible Authentication Protocol

EMSK
Extended Master Session Key

EPS
Evolved Packet System

GUTI
Globally Unique Temporary UE Identity

HRES
Hash RESponse

HXRES
Hash eXpected RESponse

IKE
Internet Key Exchange

LI
Lawful Intercept

MSK
Master Session Key

N3IWF
Non-3GPP access InterWorking Function

NAI
Network Access Identifier

NAS
Non Access Stratum 
NDS
Network Domain Security

NEA
Encryption Algorithm for 5G
NG
Next Generation
ngKSI
Key Set Identifier in 5G
NIA
Integrity Algorithm for 5G
NR
New Radio

NSSAI
Network Slice Selection Assistance Information
PDN
Packet Data Network

QoS
Quality of Service 
RES
RESponse

sEAF
SEcurity Anchor Function

SEG
Security Gateway

SIDF
Subscription Identifier De-concealing Function 

SMC
Security Mode Command

SMF
Session Management Function

SN Id
Serving Network Identifier
SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 

Editor's Note: SIDF, SUCI, and SUPI will be updated after getting response from SA WG2.

TLS
Transport Layer Security

UE
User Equipment

UEA
UMTS Encryption Algorithm

UDM
Unified Data Management

UIA
UMTS Integrity Algorithm

ULR
Update Location Request

UP
User Plane

UPF
User Plane Function
USIM
Universal Subscriber Identity Module

XRES
eXpected RESponse

*** NEXT CHANGE *** 

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Editor's Note: The definitions needs to follow the 3GPP drafting rules.
5G security context: A state that is established locally at the UE and a serving network domain. At both ends "5G security context data" is stored, that consists of the 5G NAS security context, and the 5G AS security context for 3GPP access and/or the 5G AS security context for non-3GPP access).

NOTE 1:
A 5G security context has type "mapped", "full native" or "partial native". Its state can either be "current" or "non-current". A context can be of one type only and be in one state at a time. The state of a particular context type can change over time. A partial native context can be transformed into a full native. No other type transformations are possible.  
5G AS security context for 3GPP access: the cryptographic keys at AS level with their identifiers, the Next Hop parameter (NH), the Next Hop Chaining Counter parameter (NCC) used for next hop access key derivation, the identifiers of the selected AS level cryptographic algorithms, counters used for replay protection. 

NOTE 2: NH and NCC need to be stored also at the AMF during connected mode.
5G AS security context for non-3GPP access: 
Editor’s note: The content of 5G AS security context for non-3GPP access is ffs.
5G NAS security context: This context consists of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. The distinction between native and mapped 5G security contexts also applies to 5G NAS security contexts. The 5G NAS security context is called "full" if it additionally contains the integrity and encryption keys and the identifiers of the selected NAS integrity and encryption algorithms.

Activation of security context: the process of taking a security context into use. 

Current 5G security context: The security context which has been activated most recently. Note that a current 5G security context originating from either a mapped or native 5G security context may exist simultaneously with a native non-current 5G security context.

Full native 5G security context: A native 5G security context for which the 5G NAS security context is full according to the above definition. A full native 5G security context is either in state "current" or state "non-current".

Mapped 5G security context: An 5G security context, whose KAMF was derived from EPS keys during interworking and which is identified by mapped ngKSI. 

Native 5G security context: An 5G security context, whose KAMF was created by a run of primary authentication and which is identified by native ngKSI. 

Non-current 5G security context: A native 5G security context that is not the current one. A non-current 5G security context may be stored along with a current 5G security context in the UE and the AMF. A non-current 5G security context does not contain 5G AS security context. A non-current 5G security context is either of type "full native" or of type "partial native". 

Partial native 5G security context: A partial native 5G security context consists of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values, which are initially set to zero before the first NAS SMC procedure for this security context. A partial native 5G security context is created by primary authentication, for which no corresponding successful NAS SMC has been run. A partial native context is always in state "non-current".
Subscription Identifier De-concealing Function: This service is offered by the network function UDM  in the home network of the subscriber. The Subscription Identifier De-concealing Function (SIDF) is responsible for de-concealing the SUPI from the SUCI. 

Subscription Concealed Identifier: The SUbscription Concealed Identifier (SUCI) is a one-time use subscription identifier, which contains the concealed subscription identifier, e.g., MSIN.

Security Anchor Function: it serves as the anchor for security in 5G.
UE 5G Security Capability: The UE security capabilities for 5G AS and NAS.
example: text used to clarify abstract rules by applying them literally.

*** NEXT CHANGE *** 
6.1.3
Authentication procedures

Editor's Note: The term authentication vector in this clause is used for authentication vectors that contain different elements. It is FFS to specify what is in each authentication vector.


6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12].
EAP-AKA' is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and has chosen EAP-AKA' as the authentication method, cf. subclause 6.1.2 of the present document. 

The authentication procedure for EAP-AKA' works as follows, cf. also Figure 6.1.3.1-1:
1.
The UDM/ARPF shall first generate an authentication vector with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [9]. The UDM/ARPF shall then compute CK' and IK' as per the normative Annex A and replac CK and IK by CK' and IK'. The ARPF shall subsequently send this transformed authentication vector (RAND, AUTN, XRES, CK', IK') to the AUSF from which it received the Auth Info Req using an Authentication Information Response (Auth Info-Resp) message. 

NOTE:
The exchange of an Auth-Info-Req message and an Auth-Info-Resp message between the AUSF and the UDM/ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], subclause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. The "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> parameter is not defined in RFC 5448 [12], but rather in 3GPP specifications. For EPS, it is defined as "network access identity" in TS 24.302 [13], and for 5G, it is defined as "serving network name" in subclause 6.1.1.4 of the present document and in TS 24.yyy [xx], with a re-direction from TS 24.302 [13] to TS 24.yyy.

Editor’s Note: It is FFS whether serving network name should be bound into the derivation of KAUSF as this may be used to derive keys for registrations on multiple serving networks. If there is a problem, it may be necessary to consider solutions like in S3-172458.
Editor's Note: The number of the stage 3 specification TS 24.yyy [xx] is FFS. 
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Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'

The AUSF and the UE shall then proceed as described in RFC 5448 [12] until the AUSF is ready to send the EAP-Success.
1.
The AUSF shall send the EAP-Request/AKA'-Challenge message to the SEAF in a 5G Authentication Initiation Answer (5G-AIA) message. 

2.
The SEAF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Auth-Req message. This message shall also include the ngKSI that will be used by the UE and AMF to identify the partial native security context that is created if the authentication is successful.  
Editor’s Note:
The SEAF needs to understand that the authentication method used is an EAP method. How the SEAF learns about the type of authentication method based on the 5G-AIA message is specified by CT4.  
3.
The UE shall send the EAP-Response/AKA'-Challenge message to the SEAF in a NAS message Auth-Resp message.

Editor’s Note:
An additional step needs to be included that specifies that the UE derives the keys and calculates the RES needs to be included.  
4.
The SEAF shall transparently forwards the EAP-Response/AKA'-Challenge message to the. 

5.
The AUSF shall verify the message, and if the AUSF has successfully verified this message it shall continue as follows, otherwise it shall return an error. 6.
The AUSF and the UE may exchange EAP-Request/AKA'-Notification and EAP-Response /AKA'-Notification messages via the SEAF. The SEAF shall transparently forward these messages. 

Editor's note: the condition needs to be clarified.
7.
The AUSF uses the first 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in Annex A.X. The AUSF shall send an EAP Success message to the SEAF, which shall forward it transparently to the UE. The EAP Success message shall be contained in a message over N12 that also contains the KSEAF. If the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), then the AUSF shall also include the SUPI in the N12 message.  

Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps such as acquiring SUPI from the UE are required. 

The key received in the N12 message shall become the anchor key, KSEAF in the sense of the key hierarchy in subclause 6.2 of the present document. On receiving the EAP-Success message, the UE calculates KAUSF and KSEAF in the same way as the AUSF.

The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in subclause 6.1.4 of the present document. 

If the EAP-Response/AKA'-Challenge message is not successfully verified, the subsequent AUSF behaviour is determined according to the home network's policy. 
If the AUSF and SEAF determines that the authentication was successful, then the SEAF provides the ngKSI and the KAMF to the AMF.
Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. 

Editor's Note: Steps in figure should be numbered.

6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA, as defined in TS 33.401 [10], by providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with reasonable probability. 

5G AKA is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and chosen 5G AKA as the authentication method, cf. subclause 6.1.2 of the present document. 

It is recommended that the SEAF fetch only one authentication vector at a time as the need to perform authentication runs has been reduced in 5G through the use of the anchor key KSEAF concept. By following this recommendation, re-synchronisation procedures can be minimized. However, retrieving more than one authentication vector can be useful when there is a risk of temporary unavailability of the interconnection network between visited and home network.
In 5G AKA there are two authentication vectors, namely the following:

-
5G HE AV: the 5G Home Environment Authentication Vector is the type of authentication vector(s) that is received by the AUSF from the UDM/ARPF in the Auth-info Resp. The 5G HE AV has the following fields: RAND, AUTN, XRES*, and KAUSF.

-
5G AV: the 5G Authentication Vector is the type of authentication vector that the SEAF receives from the AUSF in the 5G-AIA message. The 5G AV has the following fields: RAND, AUTN, HXRES*, and KSEAF. The difference between the 5G HE AV and the 5G AV is that the XRES* and the KAUSF in the 5G HE AV is replaced  by the HXRES* and the KSEAF in the 5G AV.

The authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:

1.
For each 5G authentication vector that is requested, the UDM/ARPF shall first generate an authentication vector with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [9]. The UDM/ARPF shall then derive KAUSF from CK, IK, SQN ( AK, and the serving network name as per the Normative Annex A.2, and XRES* as per the normative Annex A.4 from CK, IK, XRES, RAND, and the serving network name. And finally, the UDM/ARPF shall create a 5G HE AV consisting of RAND, AUTN, XRES*, and KAUSF.
2.
The UDM/ARPF shall then return the requested number of  5G HE AVs to the AUSF in an authentication information response (Auth Info-Resp). 

3.
The AUSF shall store the XRES* temporarily until a protocol timer expires. The AUSF shall store the KAUSF if needed.
NOTE: 
The storage of KAUSF is optional.   
Editor's Note: The protocol timer value is to be defined by CT4. 

4.
The AUSF shall then generate the 5G AV from the 5G HE AV by  computing the HXRES* from XRES* according to Normative Annex A.5 5 and KSEAF from KAUSF according to Normative Annex A.6, and replacing the XRES* with the HXRES* and KAUSF with KSEAF in each 5G HE AV:

Editor's Note: It is FFS whether HXRES* should be computed in the ARPF.
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Figure 6.1.3.2-1: Authentication procedure for 5G AKA

5.
The AUSF shall then return one or more 5GAV (RAND, AUTN, HXRES*, KSEAF) to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). In case the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), then the AUSF shall also include the SUPI in 5G-AIA. The AUSF shall further include an expiry time after which the SEAF shall not use the authentication vector for an authentication run.


Editor's Note: It needs to be configured that the serving network has time to run authentication.
Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps, such as acquiring SUPI from the UE, are required.

Editor's Note: It is FFS how the 5G-AIA is used to tell the SEAF that a confirmation message is required.

If the AUSF binds subsequent procedures to authentication confirmation, then the AUSF shall send only one authentication vector 5G AV to the SEAF at a time. 
NOTE:
When an Authentication Confirmation binds subsequent procedures to authentication confirmation, the home operator typically wants to get assurance that the authentication has been recent. The use of a stored authentication vector sent to the visited network quite some time ago cannot provide such assurance. 

6.
The SEAF shall verify that the expiry time specified by the AUSF has not yet expired. In case the timer has not yet expired, the SEAF shall send RAND, AUTN to the UE, as described for EPS AKA in TS 33.401 [10], in a NAS message Auth-Req. This message shall also include the ngKSI that will be used by the UE and AMF to identify the KAMF and the partial native security context that is created if the authentication is successful. The USIM shall return RES, CK, IK to the ME, as described for EPS AKA in TS 33.401 [10]. The ME then shall compute RES* from RES according to Normative Annex A.#4 and the UE shall return RES* to the SEAF in a NAS message Auth-Resp. The UE shall calculate KAUSF and KSEAF in the same way as the UDM/ARPF and AUSF respectively.
7.
The SEAF shall then compute HRES* from RES* according to Normative Annex A, and the SEAF shall compare HRES* and HXRES*. If they coincide, the SEAF shall consider the authentication successful. If not, the SEAF shall reject the authentication. 

If the authentication was successful, the key KSEAF received in 5G AV shall become the anchor key in the sense of the key hierarchy in subclause 6.2 of the present document. Then the SEAF provides the ngKSI and the KAMF to the AMF. 
If the authentication was successful, the SEAF shall send RES*, as received from the UE, in a 5G Authentication Confirmation (5G-AC) message (containing the subscriber identifier and the serving network name) to the AUSF. For cases in which SEAF and AUSF belong to the same operator, the 5G-AC message may be skipped. This can be achieved through configuration.
When the 5G-AC message was received in response to an 5G-AIA and was received before the protocol timer above has expired, the AUSF shall compare the received RES* with the stored XRES*. If they coincide, the AUSF shall consider the confirmation message as successfully verified.

The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in subclause 6.1.4 of the present document. 

If the confirmation message is not successfully verified, the AUSF shall act according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. It is FFS whether the AUSF sends a Cancel Location message, with suitable cause values, if the subscriber had already been registered and either the timer was up or the received RES* was incorrect. 

If the SEAF determines that the authentication was successful, then the SEAF provides the ngKSI and the KAMF to the AMF.

Editor's Note: It is FFS whether the RES* could optionally be computed on the USIM.

*** NEXT CHANGE *** 

6.2.3
Handling of user-related keys 
6.2.3.1
Key setting during primary authentication 
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.1, which is about key setting during AKA. 

The key setting is triggered by the primary authentication to create a partial native security context in the UE and the AMF as specified in clause 6.3. Authentication and key setting may be initiated by the network as often as the network operator wishes when an active NAS connection exists. A successful run of primary authentication results in a new KAMF that is stored in the UE and AMF with a new partial, non-current security context. 
The NAS keys derived from the new KAMF are taken in use in the AMF and the UE by means of the NAS SMC procedure (see subclause 6.7.2). This procedure transforms the partial native context into a full native context. 
The AS keys are taken into use with the AS SMC procedure (see subclause 6.7.4) or with the key change on the fly procedure (see subclause 6.9.6.4).

NOTE:
For mapped security contexts, the KAMF is derived from EPS keys during interworking with EPS (see clause 8). 
6.2.3.2
Key identification

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclauses 6.3 and 7.2.2, which are about key identification. It is FFS whether the text in this subclause should be limited to key set identification parameters sent over interfaces, e.g. eKSI over NAS for identifying a NAS security context or NCC over RRC for identifying an NH key. 

The key KAMF shall be identified by the key set identifier ngKSI. ngKSI may be either of type native or of type mapped. An ngKSI shall be stored in the UE and the AMF together with KAMF and the temporary identifier 5G-GUTI, if available. 

NOTE 1:
The 5G-GUTI points to the AMF where the KAMF is stored.

A native ngKSI is associated with the KAMF derived during primary authentication. It is allocated by the SEAF and sent with the authentication request message to the UE where it is stored together with the KAMF. The purpose of the ngKSI is to make it possible for the UE and the AMF to identify a native security context without invoking the authentication procedure. This is used to allow re-use of the native security context during subsequent connection set-ups.

A mapped ngKSI is associated with the KAMF derived from EPS keys during interworking, cf. clause 8 of the present specification. It is generated in both the UE and the AMF respectively when deriving the mapped KAMF when moving from EPS to 5GS. The mapped ngKSI is stored together with the mapped KAMF.

The purpose of the mapped ngKSI is to make it possible for the UE and the AMF to indicate the use of the mapped KAMF in interworking procedures (for details cf. clause 8).

The format of ngKSI shall allow a recipient of such a parameter to distinguish whether the parameter is of type native or of type mapped. The format shall contain a type field and a value field. The type field indicates the type of the key set. The value field consists of three bits where seven values, excluding the value '111', are used to identify the key set. The value '111' is reserved to be used by the UE to indicate that a valid KAMF is not available for use. The format of ngKSI is described in [y].

NOTE 2:
In addition to 5G security contexts, the UE may also cache EPS security contexts. These EPS security contexts are identified by the eKSI, as defined in TS 33.401 [10].

6.2.3.3
Key lifetimes

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.3, which is about key lifetimes. Below text is still missing the part describing the lifetime of RAN keys. 
KAMF shall be created only by running a successful primary authentication or by the interworking procedures with EPS (cf clauses 9 and 10). In case the UE does not have a valid KAMF, a ngKSI with type set to native and value '111' shall be sent by the UE to the network, which can initiate an authentication procedure to get a new KAMF.

*** END OF CHANGES ***
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