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Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
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Rationale

During the SA3#89-Bis meeting, the contributions by Intel [1] and Qualcomm [2] presented an attack on the secondary authentication where a misbehaving UE can be authorized PDU session establishment by tunnelling the EAP messages of a legitimate UE.

The attack initially presented in [1] where the rogue UE forwards NAS messages of the legitimate UE is not valid since the NAS connection between the legitimate UE and the CN is secure as argued in a contribution by China Mobile [3]. A legitimate UE as described in [1] cannot be a victim to such attacks due to the security at the NAS layer. It would be unlikely that a UE would establish PDU session requiring secondary authentication outside a secure NAS connection, e.g. in emergency cases. On this issue, TS 23.502 [5] clause 4.3.2.2.1 contains the following text in the description of step 2 in the PDU session establishment procedure: 

[image: image1.emf]The AMF shall reject a request coming from an UE when the UE is registered for Emergency services and the  Request Type indicates neither "Emergency Request" nor "Existing Emergency PDU Session" .   When the  Request Type indicates "Emergency Request", the A MF is not expecting any  S - NSSAI and DNN value provided  by the UE and uses locally configured values instead.  


Observation 1: Legitimate/well behaved UEs are not subject to the attack.

What is left is whether misbehaving UEs can gain authorization by tunnelling EAP messages of any legitimate device. This we consider related to the general EAP channel binding problem and in the remits of the application and the used EAP methods. The measures for that are described in clause 7.15 of the EAP RFC [4]. Observe that the description of the attack in the RFC differs since it considers the angle where the authenticator is misbehaving. Nevertheless, the problem would be a direct consequence of a potential lack of channel binding mechanism, i.e. the result of the authentication procedure is bound to the channel endpoints. From this perspective, it does not matter whether the misbehaving entity is the authenticator or any other hop on the EAP path.
Observation 2: The attack is related to the EAP channel binding problem and measures for that are described in the EAP RFC 3748.
Furthermore, we don’t consider the attack practical because of the different policy checking/enforcement steps performed by the CN at multiple occasion before and even during a run of a PDU establishment procedure.
· The first check is between the AMF and the UE during primary authentication.

· The second check is during the step 2 of the PDU session establishment procedure where the AMF selects an SMF based on the supplied information over NAS and the UE subscription information as described in TS 23.501 [6] clause 6.3.2: [image: image2.emf]The f ollowing factors may be considered during the SMF selection:   -   Selected Data Network Name (DNN).   -   S - NSSAI.   -   Subscription information from UDM, e.g.   -   per DNN: whether LBO roaming is allowed   -   per S - NSSAI: the subscribed DNN(s)   -   per (S - NSSAI, subscribed  DNN): whether LBO roaming is allowed   -   Local operator policies.   -   Load conditions of the candidate SMFs.   -   Access technology being used by the UE  


· The third check is in step 4 of the PDU session establishment procedure by the SMF after the retrieval of the UE subscription data: [image: image3.emf]  The S MF checks the validity of the UE request: it checks   -   whether the UE request is compliant with the user subscription and with local policies;  


This suggests that for the attack to succeed, the misbehaving UE and the victim device both need to be legitimate subscribers to the same service. Now if the attack succeeds, then what would the misbehaving UE achieve afterwards. It is most likely the case that it is unable to access the application profile for this service due to security mechanisms at the application layer (TLS).

Observation 3: For authorization purposes, the attack is not practical
For a future feature requiring a key derived from the secondary authentication to be used by the CN, it would be prudent to use the EMSK key to avoid such attacks, as we did for primary authentication. 
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Detailed proposal

It is proposed to not address the scenario described in [1] and [2] for the following reasons:

1. Legitimate/well behaved UEs are not subject to the attack.

2. The attack is related to the EAP channel binding problem and measures for that are described in the EAP RFC 3748

3. For authorization purposes, the attack is not practical
For a future feature requiring a key derived from the secondary authentication to be used by the CN, it would be prudent to use the EMSK key to avoid such attacks, as we did for primary authentication but this is not currently in scope of Phase 1.

