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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TS 33.501
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Rationale

The proposed solution is partly based on the agreements captured in [2]. The proposed content is mainly based on the non- treated contributions by Ericsson [3] and Qualcomm [4]. From the latter only the parts related to the use of native 5G context is used. The flow below is a simplified version of the flows in clause 4.11.1.2.2 from TS 23.502. The aim is to illustrate the security steps undertaken by the UE and the 5G network entities and their order of occurrence with respect to the relevant messages of the TAU procedure. A brief summary of the mechanisms is given here.
· The AMF derives a mapped 5G security context based on the EPS security received in the forward relocation request and includes the selected security algorithm in the target to source transparent container.

· If the UE has a native 5G security context, then it indicates so in the Registration Request message following the handover procedures. The AMF may reactivate that by an SMC.

The following open issues are captured by ENs:

1. Alignement with N2-based handover involving an AMF change might be required.
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Figure 1: Handover from EPS to 5GS

4
Detailed proposal

***
BEGIN CHANGES
***

Note to rapporteur: All this text is new
9.Z.X
Handover from EPS to 5GS

During a handover procedure from EPS to 5GS the target AMF receives the UE EPS security context from the source MME in the Forward Relocation Request Message. The AMF shall derive a mapped 5G security context as described in clause <TBD>.
The AMF shall also derive a fresh KgNB from the mapped KAMF to be used by the target gNB. The AMF shall include the newly derived KgNB, the mapped ngKSI, the default UE 5G security capabilities, and the selected 5G NAS security algorithms in the Handover Request message to the target gNB. The target gNB shall select the 5G AS algorithms based on the received UE security capabilities as described in clause <TBD>, The gNB shall derive further AS keys based on this selection. The gNB shall include the selected 5G AS security algorithms, the ngKSI, and the selected NAS security algorithms in the Target to Source Container that is sent back to the target AMF in the Handover Response message. The gNB shall immediately take into use the newly derived 5G AS security context.
Editor’s Note: The key derivation and the NAS parameter transfer between target AMF and UE need to be aligned with N2-based handover.

Upon the reception of the Handover Command message, the UE shall derive the mapped 5G security context as described in clause <TBD>. The UE shall also derive the KgNB and further AS keys based on the received 5G AS security algorithms selected by the target gNB. The UE shall immediately take the newly created mapped security context into use, both for NAS and AS communication. In addition, the UE shall include the 5G security capabilities in the Registration Request message during the registration procedure executed after the completion of the handover.
If the UE has a native 5G security context established during the previous visit to 5GS, then the UE shall provide the associated the 5G-GUTI as an additional GUTI in the Registration Request following the handover procedure. The AMF shall try to retrieve the native security context using the 5G-GUTI and if available The AMF may activate the native KAMF by performing a NAS SMC procedure.
***
END OF CHANGES
***
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