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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TS 33.501
2
References

[1]
S3-173521
[2]
S3-173351
3
Rationale

Based on the agreements captured in [1] during the 3GPP SA3#89 meeting, Figure 1 shows the steps that need to be described in TS 33.501 for idle mode mobility from 5GS to EPS, in order to be able to interwork with legacy MMEs. The flow below is a simplified version of the flow in Figure 4.11.1.3.1-1 from TS 23.502. The aim is to illustrate the security steps undertaken by the UE and the 5G network entities and their order of occurrence with respect to the relevant messages of the TAU procedure.
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Figure 1: Handover from 5GS to EPS
The proposed description is based on an update of [2] by Ericsson. The following open issues are captured by ENs:

1.  The protection of the TAU request message to the source AMF in the UE

2. The order of the mapped context derivation and the integrity checking of the TAU request in the source AMF 

4
Detailed proposal

***
BEGIN CHANGES
***

Note to rapporteur: All this text is new
9.Y.X
TAU procedure for mobility from 5GS to EPS

If the UE has a current 5G security context, then the UE shall derive a mapped EPS NAS security context as described in clause <TBD>. The US shall set the initial NAS COUNT values in the derived security context to 1.The UE shall include the eKSI alongside the mapped EPS GUTI in the TAU message. The TAU request message shall be integrity protected but not ciphered. The UE shall increment its stored 5G uplink NAS COUNT value.
Editor’s Note: It is FFS how the TAU message is integrity protected to the source AMF.
As described in TS 23.501 [2], when the MME successfully identifies the source AMF based on the included mapped EPS GUTI, the MME shall send to the source AMF a Context Request message including the received TAU request message.

When the AMF receives a Context Request message and successfully identifies the UE based on the included information, the AMF shall retrieve the mapped eKSI from the received TAU request message. The AMF shall then use the eKSI value field to identify the 5G security context that has been used by the UE for the derivation of an EPS NAS security context. The AMF shall derive a mapped EPS NAS security context from the identified 5G security context as described in clause <TBD>. The AMF shall set the initial NAS COUNT values in the mapped EPS security context to 1. 
Editor’s Note: It is FFS whether the derivation of the mapped context is performed after or before the TAU verification. This depends on how the TAU message is protected.
In case the integrity verification of the TAU message succeeds, the AMF shall include the corresponding security parameters from the newly derived EPS security context in the Context Response message. The AMF shall never transfer 5G security parameters to an entity outside the 5G System. In addition, since the uplink NAS COUNT is used in the KASME derivation, the AMF shall also increment its stored uplink NAS COUNT value. In case the verification fails or the AMF is unable to retrieve the 5G security context based on the received eKSI, the AMF shall indicate an error in the Context Response message.
***
END OF CHANGES
***
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