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1
Decision/action requested

It is requested that the proposed changes to TS 33.501 are approved.
2
Rationale
The concept of partially ciphered NAS IEs was a topic that was also discussed for LTE. The final decision was to not have any partially ciphered NAS IEs except for two very special cases, namely, user data over control plane (i.e., control plane CIoT EPS optimization), and SMS over NAS (see Clause 4.4.5 in 3GPP TS 24.301). The special NAS message in which partially ciphered NAS IEs was allowed is called the CONTROL PLANE SERVICE REQUEST message, where the value part of the ESM message container IE and the value part of the NAS message container IE are allowed to be ciphered. It was decided that initial NAS messages, especially the ATTACH REQUEST message and the TRACKING AREA UPDATE REQUEST messgaes shall always be sent unciphered.

First, in 5G, the CIoT optimization is not a part of Rel-15.

Second, in 5G, the SMS over NAS will still use legacy SMS protocol, meaning that there will be at least 4 messages between UE and AMF before a SMS is transferred. The mechanism for one step SMS is not yet fully finalized because SA2 and SA3 need CT1 to further look into it (see text and Editor's Notes in Clause 4.13.3.4 in 3GPP TS 23.502, Clause 6.4.1 and 12 in 3GPP TS 33.501). It is very unlikely that SMS piggybacking in initial NAS message will be a complete solution. Nevertheless, it is in CT1's merit to determine.
With the above background, it is very unfortunate that 3GPP TS 33.501 pre-maturely contains Clause 6.4.6 for protection of initial NAS message with vague ideas that some IEs in initial NAS message can be ciphered. There has not been any analysis on what do "limited set of IEs" and "minimum set of IEs" mean and if partial ciphering of those so called limited/minimum set of IEs fit in with the procedures defined by SA2. Neither has there been a security or privacy analysis of whether partial ciphering is required. Mind that NSSAI privacy is not part of Rel-15. Neither has there been a consideration of complexing in implementation introduced by partial ciphering of NAS messages. Neither has other working groups, especialy CT1, been contacted.
In future, when there is a valid use case, then we could consider allowing partial ciphering for special cases like was done for CONTROL PLANE SERVICE REQUEST message in LTE. But specifying a partial ciphering already now and generically for all types of initial NAS messages is like developing a hammer before having a nail and knowing where to fit the nail.

Therefore, we consider that the content in the Clause 6.4.6 of 3GPP TS 33.501 is not acceptable as they are. We propose the following modifications.
3
Detailed proposal

***** BEGIN CHANGES *****
6.4.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from the RM-DEREGISTERED or CM-IDLEstates. Protection of initial NAS messages shall be done according to Clauses 6.4.3, 6.4.4, and 12 in this specification and Clause <TBD> in TS 24.501.













***** End of Changes *****
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1. Initial Message (Subscription Identifier, UE security capabilities, [Ciphered IEs, MAC])



