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1
Decision/action requested

This document provides a solution for Service access authorization by NF producer based on subscription data in UDM or operator policies/rules as defined in PCF. 
SA3 is requested to approve this as a candidate solution in the living document.
2
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3
Discussion
3.1
SA2 view of Service authorization

In TS 23.501[1] clause 7.1.4, SA2 defines two levels of authorization:

First level: per NF level authorization, which is managed by NRF 

Second level: per UE level authorization, managed by producer NF itself.

Here’s the corresponding text in TS 23.501.
******************************************************************************************
7.1.4
Network Function Service Authorization
NF service authorization shall ensure the NF Service Consumer is authorized to access the NF service provided by the NF Service Provider, according to e.g. the policy of NF, the policy from the serving operator, the inter-operator agreement.

Service authorization information shall be configured as one of the components in NF profile of the NF Service Producer. It shall include the NF type (s) and NF realms/origins allowed to consume NF Service(s) of NF Service Producer.
Due to roaming agreements and operator policies, a NF Service Consumer shall be authorised based on UE/subscriber/roaming information and NF type, the Service authorization may entail two steps:

-
Check whether the NF Service Consumer is permitted to discover the requested NF Service Producer instance during the NF service discovery procedure. This is performed on a per NF granularity by NRF.

NOTE 1:
When NF discovery is performed based on local configuration, it is assumed that locally configured NFs are authorized.
-
Check whether the NF Service Consumer is permitted to access the requested NF Service Producer for consuming the NF service, with a request type granularity. This is performed on a per UE, subscription or roaming agreements granularity. This type of NF Service authorization shall be embedded in the related NF service logic.

NOTE 2:
The security of the connection between NF Service Consumer and NF Service Producer is specified in SA WG3.

NOTE 3:
It is expected that an NF authorisation framework exists in order to perform consumer NF authorisation considering UE, subscription or roaming agreements granularity. This authorisation is assumed to be performed without configuration of the NRF regarding UE, subscription or roaming information.
************************************************************************************************
From this we can conclude that:

a) During NF Discovery, NRF checks Service Authorization information in the NF profile of the target NF (producer) to authorize the requesting NF (consumer) before providing target NF details to the consumer NF. 
Note that Service Authorization information "shall include the NF type (s) and NF realms/origins allowed to consume NF Service(s) of NF Service Producer".
b) During NF Service access, the producer NF has logic to authorize on a per UE, subscription or roaming agreements granularity. There is no further need to authorize the consumer NF at this point.
According to clause 7.1.4 above, this logic is embeeded into the NF service logic, and could mean accessing per-UE subscription information in UDM or accessing operator policies/rules in PCF etc. How authorization check gets done in the producer NF is outside the scope of SA3.

3.2
Trust model in Phase 1

From a security standpoint, we need to understand if there is a need for SA3 to define an additional authorization mechanism over and above what SA2 provides in its architecture (as described in 3.1 above).

One aspect to consider is the trust model that’s currently in place in Phase 1. 

Important points to observe:
1. 5G Phase 1 will likely be a fully controlled environment. Basic level of trust will be in place, e.g. because all the network functions have been certified, tested and deployed by the network operator. 

2. NF’s register with the NRF by authenticating itself with NRF. In the process, the registering NF shares its NF profile with the NRF for later use during discovery. 

3. Once NFs are deployed, Producer NF trusts NRF (local) that it verifies the authenticity of the discovery request from the Consumer NF, before providing information about it to the Consumer NF. It is SA3’s responsibility to ensure that this trust model is put in place by defining an authentication method for authentication of the Consumer NF by the NRF.

Point 3 also applies to roaming scenarios where Consumer NF could belong to the roaming partner while the producer NF could belong to the Home operator. In this model, the implicit trust is built upon the two peer NRFs trusting each other during remote discovery request. 

NOTE: Instead of this implicit trust, SA3 could also decide to specify a separate authentication method between two NRFs.
3.3
Conclusion

There is no clear motivation and threat model to warrant a separate authorization framework like token/OAuth etc for Phase 1. 

It is our recommendation that existing authorization mechanisms based on operator policy/subscription be used for service access by the Producer NF.
In the following clause, we repeat the procedure that already exists in SA2 specs for clarity and better understanding.

3.4
Service access authorization by the producer Network function
Service access authorization is done directly by the NF producer when it receives a service request from the NF consumer. 
In the example shown below, AUSF is the NF producer and AMF is the NF consumer. The AMF requests the authentication of the UE by invoking the “Authenticate” service operation on the AUSF. The authentication type shown in the figure is of type “5G AKA without confirmation”
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Figure 4.2-1 - Nausf_UEAuthentication service: 5G AKA without confirmation
The AUSF checks if AMF is authorized to make this request.

If the required granularity is per-UE, then the AUSF authorizes the Authenticate Request based on locally available information about the authorized services for the given UE. This information may for e.g., obtained from the subscription data of the UE that it fetches from UDM. The AUSF determines whether the UE can access the service before executing the required service operation.

Or in some cases, the AUSF may check for operator rules/policies in PCF.

NOTE: The exact mechanism of this authorization is not in scope of SA3.

Once the service request is verified, the AUSF responds to AMF with the AV information.
4
Detailed proposal

***
BEGIN CHANGES
***

4.3.1 Solution #x: Service Access Authorization by NF Producer
4.3.1.1
Introduction
In this solution, Service access authorization is performed locally by the Producer NF when it receives a service request from the Consumer NF. There is no third-party or external entity such as Authorization server involved. 
Authorization logic is built into the service logic of the Producer NF. The Producer NF relies on existing architectural options such as UDM or PCF to authorize the request at per-UE level or based on existing agreements between two operators. 
In an illustrative example given below, the AMF is requesting AUSF to provide AV information belonging to a UE.
4.3.1.2
Solution
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Figure 4.3.1.1-1 Service access authorization by the Producer NF (illustrative example)
1. The AMF requests the authentication of the UE by invoking the “Authenticate” service operation on the AUSF. The authentication type shown in the figure is of type “5G AKA without confirmation”

2. The AUSF checks if AMF is authorized to make this request.
If the required granularity is per-UE, then the AUSF authorizes the Authenticate Request based on locally available information about the authorized services for the given UE. This information may for e.g., be obtained from the subscription data of the UE from the UDM. The AUSF determines whether the UE can access the service before executing the required service operation.

In other cases, the AUSF may check for operator rules/policies in PCF.

NOTE: The exact mechanism of this authorization is not in the scope of SA3.

3. Once the service request is verified, the AUSF responds to AMF with the AV information.

4.3.1.3  Evaluation
The solution, based on existing authorization schemes in LTE such as based on PCF rules or subscription data in UDM, seems sufficient for Service access authorization in SBA. 
There is no need for a separate mechanism or an authorization framework for authorizing service access in SBA.
***
END OF CHANGES
***
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