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1
Decision/action requested

This document analyses options on applying security on HTTP message payload that transit out of the network through SEPP. 
SA3 is requested to take this as the basis for further discussions, including possible liason to CT4 on incorporating SA3 recommendations into their API design.
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Rationale

In paper [1], a recommendation was made to protect application layer information stored in JSON object based on JOSE framework [4]. Living document on security for SBA [2] documents this recommendation as Solution#2 in clause 4.3.2.

In addition, it was decided that SEPP would be the entity which applies security on the HTTP message.

In this paper, we discuss the next logical step in the discussion, which is to look at how security can be applied in SEPP. Two options are considered – one requiring a standardized security-friendly format and the other being a centralized security function in SEPP which avoids the need for a special format.
4
Discussion

CT4 has now concluded on data formats for HTTP message body. Allowed data formats are: JSON objects and binary blobs containing binary data. HTTP message payload can therefore include two different content types, with each having its own security mechanism that needs to be applied on it by SEPP.
In the previous conference call it was concluded that for phase 1, all IEs in HTTP payload would be integrity protected, while confidentiality protection would only be applied to the JSON IE that contains Authentication vectors from AUSF.

This brings us to the next topic of discussion:
1) Whether there is a need for a security-friendly HTTP message body format that NFs would have to use while generating the HTTP message. This would make it easy for SEPP to apply security without knowing anything about which IEs to encrypt and which ones to only integrity protect.

OR

2) Whether keep security completely out of the NF service logic and let SEPP completely handle security including identifying which IEs to encrypt and which ones to only integrity protect.

Quick conclusion on this issue is important as it has futher impact on functional capabilities of SEPP that SA3 has to conclude in phase 1. Furthermore, it also impacts work in CT4 as this has direct impact on how they design their service APIs.
In subsequent sections we analyse both the options. 
4.1
Option 1 - Security-aware Network function (NF)
In this option, the responsibility of securing the application layer information is split between two entities: Network functions and SEPP.

a) Network functions are security-aware and formats the HTTP payload in a pre-defined format that clearly demarcates the payload into, for example, authenticated encrypted JSON (based on AEAD algos), integrity protected JSON and Binary payload. 
b) The SEPP receives the HTTP payload in a certain format and applies required protection schemes without being aware of any IEs and their content types.

In this option, the NF service logic would also include security logic that determines which IEs to protect, and how. This would allow SEPP to be unaware of which IEs to protect and how. 
The main task in this option is to define a format for the HTTP payload with a demarcation of the payload into multiple sections that clearly indicates to the SEPP which IEs to encrypt & integrity protect, and which IEs integrity protect alone, presence of binary blob etc. 
Since NFs decide on which IEs to protect and the required protection scheme for them, and accordingly formats the payload, the role of the SEPP becomes much simpler.

On the other hand, NFs takes additional processing time to format the payload in a security-friendly format.
4.1.1
Example of a security-friendly format
NOTE: This is outside the scope of SA3. This is presented only for discussion and possible recommendation to CT4 if we decide to go with this option.
A security friendly format for the HTTP payload would mean having separate sections for different types of protection schemes that may be applied by the SEPP. 

The following aspects are considered when defining a security-friendly HTTP payload format for SBA:

1) The CT4 WG has concluded that there are two types of content types – JSON and binary payload. And for phase 1, SA3 has concluded on integrity protecting ALL IEs and encrypt only the JSON IE that contains the Authentication vectors from AUSF. 

2) JOSE framework changes the HTTP “Content-Type” header of JSON data from “/application/json” to “/application/jose+json” after it applies the required protection (signature/MAC or encryption).

3) HTTP messages could contain 
a. JSON IEs that only need integrity protection

b. JSON IEs where some need integrity protection and some need confidentiality protection (for e.g. if the message contains AVs plus other IEs)

c. JSON IEs (any of a and b above) plus binary payload

Let’s now look at how to format the payload based on factors outlined above:

1. When the HTTP message contains only JSON IEs that require integrity protection (3.a), 
a. The “Content-Type” header would be of type “/application/json”. 
POST /operations/S6a:Authentication_Information_Request HTTP/1.1
Host: hss.operator.com
Content-Type: application/json
“IE 1" : {
}
b. SEPP executes JOSE which results in “Content-Type” header to be updated to “/application/jose+json”. The receiving executes JOSE to verify the data and converts the Content-Type header back to /application/json before forwarding the message to the destination NF.
POST /operations/S6a:Authentication_Information_Request HTTP/1.1
Host: hss.operator.com
Content-Type: application/jose+json
“JWS object for IE 1" : {
}

2. When the HTTP message contains a mix of JSON IEs, where some require integrity protection and some need confidentiality protection (3.b)

a. The “Content-Type” header is now of type “multipart/related or mixed”

POST /operations/S6a:Authentication_Information_Request HTTP/1.1
Host: hss.operator.com
Content-Type: Multipart/Related; boundary=security friendly data format

type=”/application/json”


“This is multipart message; First part is for Integrity protection only IEs; Second part for Confidentiality protection IEs”

-- security friendly data format
Content-Type: /application/json 
“IE 1" : {
 }

--security friendly data format
Content-Type: /application/json

“IE 2" : {
 }

--security friendly data format--
There will be two nested content types, both of type /application/json

b. SEPP executes JWS on the first part to generate an integrity protected JWS object, and JWE on the second part that results in a JWE object. Note that JWE only uses AEAD algorithms, which combine encryption with integrity protection. The resulting format is as follows:

POST /operations/S6a:Authentication_Information_Request HTTP/1.1
Host: hss.operator.com
Content-Type: Multipart/Related; boundary=security friendly data format

type=”/application/json”


“This is multipart message; First part is for Integrity protection only IEs; Second part for Confidentiality protection IEs”

-- security friendly data format
Content-Type: /application/jose+json 

“JWS object IE 1" : {
 }

--security friendly data format

Content-Type: /application/jose+son

“JWE object for IE 2" : {
 }

--security friendly data format—
3. When the HTTP message contains both JSON IEs and binary payload, and assuming there is no IE that require confidentiality protection:
a. The “Content-Type” header is now of type “multipart/related”

POST /operations/S6a:Authentication_Information_Request HTTP/1.1
Host: hss.operator.com
Content-Type: Multipart/Related; boundary=security friendly data format

type=”/application/json”


“This is multipart message; First part is for Integrity protection only JSON IEs; Second part for Confidentiality protection or binary payload”
-- security friendly data format
Content-Type: /application/json
“IE 1" : {
 }

--security friendly data format

Content-Type: /application/octet-stream
Binary blob
--security friendly data format--

There will be two nested content types, both of type /application/json

b. SEPP executes JWS to integrity protect the JSON part and encrypts the binary blob in the 2nd part. The resulting format is as follows:

POST /operations/S6a:Authentication_Information_Request HTTP/1.1
Host: hss.operator.com
Content-Type: Multipart/Related; boundary=security friendly data format

type=”/application/json”


“This is multipart message; First part is for Integrity protection only IEs; Second part for Confidentiality protection IEs or binary payload”

-- security friendly data format
Content-Type: /application/jose+json 

“JWS object IE 1" : {
 }

--security friendly data format

Content-Type: /application/octet-stream
Protected binary blob
--security friendly data format--
4.2
Option 2 - Centralized security function in SEPP

In this option, the application layer (i.e. the network functions) is completely unaware of the security considerations. It formats the payload according to what’s currently agreed upon in CT4 without any consideration to the security needs of the individual information elements, including those in the binary format.
All security aspects are incorporated in SEPP. It is fully responsible for security. It needs to know which IEs to protect, and what kind of schemes to use (integrity protection or authenticated encrypton etc).
In general, the SEPP performs the following when it receives a HTTP message from the Network function with a certain payload content:

a) If the message includes only JSON IEs:

· It parses the message and identifies all the IEs that require confidentiality protection. It runs JSON Web encryption on them to generate a JWE object.

· It then runs JSON Web Signature (JWS) on rest of the IEs.
NOTE: It may include an indication to the peer SEPP that identifies all the IEs that were confidentiality protected.
b) If the message includes JSON IEs and binary payload (i.e. multipart content type)
· It performs all the steps outlined above in a).

· In addition, it executes a separate procedure to protect the binary payload.

One of the pre-requisites for this option is to configure SEPP with all the IEs that require confidentiality protection. 
While this option keeps the NF logic simpler, it now requires SEPP to parse the full payload to identify IEs that require different kinds of protection. 
4.3
Evaluation and Conclusion
4.3.1
Evaluation
The following table attempts to evaluate both options against a set of criteria identified in column 1.
	Criteria
	Security aware Network function
	Centralized security function in SEPP

	Requires a dedicated security-friendly payload format
	Yes. As there is now a need to define multipart payload to distinguish between JSON IEs that require encryption and those that don’t.
	No. Existing format works.That is multipart payload only when there is binary payload along with JSON.

	Additional bytes needed for the security friendly format
	Yes, especially when multipart payload is used to send JSON only messages

NOTE: Multipart payload for JSON-only messages is required very occasionally – only when AVs are sent from AUSF. It is therefore restricted to one or two APIs 

(CT4 has to be consulted on this)  
	No

	Knowledge of security needs of the IEs
	NFs are responsible for identifying the IEs and placing them correctly in the payload
	SEPP is aware 

	Need for additional configuration for security needs of the IEs
	Built into the NF service logic
	Provisioned 

	Processing
	NFs execute additional task to identify and place the IEs correctly in the payload
	SEPP parses the full message to identify the IEs that have been provisioned for security needs. This is repeated for every message

	Flexibility in chosing the security methods
	NF’s knowledge of security is restricted to the knowledge of IEs and placing them in the correct format. If the format is generic and not tied to any protection mechanism, there is no impact to NF if the security schemes changes.
	Allows for easy update or migration to a different security scheme

	Key management aspects
	SEPP manages this aspect
	SEPP manages this aspect

	
	
	


4.3.2
Conclusion

Based on the evaluation of the two options in clause 4.3.1, it is recommended ……
4.4
Proposal
Complete the evaluation section started in clause 4.3 and conclude on which option to use as soon as possible.

If there is a security recommendation that needs to be conveyed to CT4, send an LS to them well before the completion of the SA3#90 meeting. This’ll allow CT4 to make concrete progress at their CT4#82 meeting.
