3GPP TSG SA WG3 (Security) Meeting #90
S3-180256
22 – 26 January 2018, Gothenburg (Sweden)
revision of S3-18xabc
Source:
Qualcomm Incorporated
Title:
User plane integrity protection granularity 
Document for:
Approval
Agenda Item:
7.2.4.1
1
Decision/action requested

This contribution proposes a normative text for user plane integrity protection activation and granularity.
2
References

[1]
3GPP TS 33.501 v0.6.0
3
Rationale

In the contribution submitted to the SA3#89 in Reno, Ericsson provided the following text. 

We also propose the following normative behavior – If activated, the user plane integrity protection shall be activated on all DRBs belonging to a same PDU session. In other words, within a single PDU session, if any one of the DRBs has integrity protection activated, then all other DRBs in that PDU session shall also have integrity protection activated. This does not prevent different PDU sessions to independently activate user plane integrity protection.
The reason is to prevent any potential attack related to Reflective QoS that it might be possible for an attacker to trick UEs into sending uplink data in a DRB without integrity protection activated.
Since activating user plane integrity protection on all DRBs belonging to the same PDU session resolves the Reflective QoS issue addressed above and there has been no use case identified to configure the user plane integrity protection in finer granularities, it is proposed to activate user plane integrity protection in a PDU session granularity.
Furthermore, user plane integrity protection shall be configured by the SMF during the PDU session establishment as the SMF is a network function that can determine whether user plane integrity protection is required, e.g., based on the subscription information, local policy, service (PDU session) information (e.g., from the PCF).
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in TS 33.501 v0.6.0 [1].
**** START OF CHANGES ****

6.6.2.x User plane integrity protection activation/granularity

The use of the user plane integrity protection is determined by the SMF during PDU session establishment and activated by the gNB during the DRB configuration. In PDU session establishment, the SMF shall determine whether the user plane integrity protection for the requested PDU session is required. If user plane integrity protection is required for the PDU session, the SMF shall request the activation of the user plane integrity protection to the gNB via AMF.

On receiving a PDU session request from AMF, the gNB shall determine whether user plane integrity protection is required for the PDU session and if required, activate the user plane integrity protection for all the DRBs belonging to the PDU session when configuring DRBs. Activation of the user plane integrity protection is signalled to the UE using the RRC Connection Reconfiguration.
**** END OF CHANGES ****

