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1	Decision/action requested
This contribution adds the DH key exchange and DH capability identify to the SMC procedure, in order to address the key issue #2.2” Reducing the impact of secret key leakage”, and the key issue #3.1 “Interception of radio interface keys sent between operator entities” which have been raised in 3GPP TR 33.899. However, they have not been touched in 3GPP TS 33.501 till now.
2	References
[1]	3GPP TS 33.501 v0.6.0
[2]	3GPP TR 33.899
3	Rationale
The key issues #2.2 and #3.1 raised in TR 33.899 have a vital impact on the security of the 5G system. The key KAMF may be compromised if these two issues are not addressed properly.   In this contribution we propose a lightweight method to solve this issue by adding DH usage mode regarding DH key exchange in the SMC procedure, in order to adapt the UE’s capability and to tailor the UE’s security requirement.
Considering that UEs have the different requirements on the security and computation efficiency, three kinds of DH usage modes for the DH key exchange have been proposed:
(1) DH usage mode I: KDH is generated everytime during NAS SMC procedure. In the NAS security mode command flow, the DH key exchange between the UE and AMF (Access and Mobility Management Function) is carried out, and the shared key KDH is generated. The key KAMF’ is derived from the key KAMF and the shared key KDH. 
(2) DH usage mode II: KDH could be reused for a certain time, which shall be configurable by the Home-PLMN operator. In the NAS security mode command flow, the DH key exchange may be not performed if a KDH exists. The key KAMF’ is derived from the key KAMF and the previously generated shared key KDH between the UE and the AMF. The reason to define this mode is that some IoT devices are able to carry out the DH key exchange but it cannot afford the DH key exchange for each authentication run as they might be required a long time working cycle (e.g. 10 years) with the limited battery capability.
(3) DH usage mode III: No application of the shared key KDH. In the NAS security mode command flow, the DH key exchange is not performed. The key KAMF keeps unchanged. The security of this mode is the same as that of LTE.  There are two reasons for this. First, some users are security insensitive, and they don’t care whether their communications are eavesdropped or not; second some IoT devices are unable to perform the DH key exchange due to the constrained resources.
DH capability identifier is defined to indicate the DH usage mode and DH parameter used. It serves as a complementary to the UE security capabilities. The size of DH capability identifier is one octet. Its most significant 4 bits is used to represent the DH usage mode: 0 for the DH usage mode I, 1 for DH usage mode II, and 2 for DH usage mode III.  Other values are reserved for future usage. If the most significant 4 bits are zeroes, the least significant 4 bits shall be coded with the following values: 0 for NIST P-384, 1 for brainpool384, 2 for M-383, 3 for Curve41417, 4 for NIST P-256, 5 for brainpool256, 6 for Curve25519. Other values are reserved for future usage.
UE informs AMF of the DH usage modes that it supports by using the DH capability identifiers in the registration request message, which contains UE security capbilities. AMF determines which mode to be used according to the user's DH capabilities in the identifier and whether there is a shared key KDH between the UE and the AMF. The local policy of the MNO can also be used to determine which mode should be applied. AMF indicates the deployed DH usage mode in the message to the UE by using the DH capability identifier, and the UE performs the corresponding action according to the indicated DH capability. Messages exchange between AMF and UE are integrity protected.
4	Detailed proposal
After the two-way authentication between the UE and the AMF is completed, the key KAMF is generated. The NAS security mode command procedure is initiated by the AMF. The process consists of a pair of round trip messages between the AMF and the UE. The AMF sends a NAS security mode command message to the UE. The UE responds with the NAS security mode complete message, as shown in the figure below.


                                                       Figure 1: NAS Security Mode Command procedure
The detailed steps of the proposal are as follows:
1a. 	AMF initiates integrity protection, that is, it prepares to use the key KAMF to perform integrity protection on the security mode command message to be sent to the UE.
1b.		The AMF sends a security mode command message to the UE, including a next generation network key group identifier ngKSI, security capabilitiies of the UE, AMF selected encryption algorithm and integrity algorithm, DH capability identifier, the DH public key AMFpub of the AMF if DH usage mode I is indicated in the DH capability identifier, HASH value computed by the AMF, and the NAS-MAC1 of the message verification operation on the message based on the key KAMF.
NOTE: If the DH usage mode II or DH usage mode III is chosen, the Security Mode Command message does not contain the DH public key AMFpub of the AMF.
2a.	Upon receiving the Security Mode Command message, the UE verifies NAS-MAC1. If successful, the new key KAMF’ is derived according to the DH capability identifier.
     	For DH usage mode I, the UE generates a DH public-private key pair UEpub / UEpri and derives a shared key KDH with the AMF by using its DH private key UEpri and AMF's DH public key AMFpub. For future use, the shared key KDH is bundled with the service network ID and stored on the USIM card or in a place where the information cannot be tampered with.
 	The key KAMF’ is calculated as follows:
KAMF’= HASH (KAMF, KDH)
    	For DH usage mode II, the UE reads the shared key KDH between the UE and the AMF from the USIM card or a storage area in which the information cannot be tampered with. The key KAMF’ is calculated as follows:
KAMF’ = HASH (KAMF, KDH)
    	For DH usage mode III:  KAMF’= KAMF.
The keys of the NAS layer and the AS layer are derived based on the key KAMF’. After that the uplink decryption and downlink encryption of the NAS signaling message, as well as the integrity protection start.
If the UE fails to verify NAS-MAC1, the connection is terminated.
2b.	UE responds to the AMF with the NAS Security Mode Complete message, which includes a registration request message of the UE, a DH public key UEpub of the UE if DH usage mode I is chosen, and NAS-MAC2 of the message verification operation on the message based on the key KAMF’.
3. 	After receiving the NAS Security Mode Complete message, like the UE, the AMF calculates the key KAMF’. The AMF uses the key KAMF’ to verify NAS-MAC2. If successful, the keys of the NAS layer and the AS are derived based on the key KAMF’, and the downstream encryption and upstream decryption of NAS signaling messages are initiated.
The shared key KDH between the UE and the AMF generated in the DH usage mode I is bundled with the user's SUPI (Subscription Permanent Identifier), and stored on the AMF for future use.  
If the UE fails to verify NAS-MAC2, the connection is terminated.

5		Evaluation
The scheme is evaluated from the following aspects:
1. Security
(1) Long-term key leakage
For the DH usage mode I and the DH usage mode II, the proposed scheme can prevent the attacker from obtaining the key KAMF’ even if the long-term key K has been leaked. This is because the generation of the key KAMF’ depends not only on the key KAMF derived from the long-term key K but also on the shared key KDH.  
For the DH usage mode III, the attacker can obtain the key KAMF’ if the long-term key K is compromised.
(2) Unsecure links among mobile network operators
For DH usage mode I and DH usage mode II, the attacker cannot obtain the key KAMF’, even though he / she has eavesdropped the authentication vector on the links among the mobile network operators. Similar to long-term key leakage, an attacker cannot obtain the key KAMF’ because KDH is unknown.
For the DH usage mode III, an attacker can obtain the key KAMF’ after he / she has eavesdropped the authentication vector on the links among the mobile network operators.
2. Compatibility
The scheme is highly backward compatible with the LTE EPS system. When using the DH usage mode III, the generation of the key KAMF is the same as that of LTE.
3. Efficiency
The efficiency of generating the key KAMF is not the same for three kinds of DH usage modes. DH usage mode I requires DH calculation, which raises the highest calculation cost. The DH usage mode II has comparative computation cost with the LTE system, as only one HASH operation is added to the UE and the AMF, respectively. The high efficiency of DH usage mode II originates from the reuse of the shared key KDH between the UE and the AMF. The DH usage mode III is the most efficient. However, if a long-term key K is compromised or the link between mobile network operators is not secure, the attacker can obtain the key KAMF’in DH usage mode III.
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