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Decision/action requested

It is kindly requested to approve this doc
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Rationale

If the same NAS keys are used to protect two connections, such a situation must be considered, that the UE is in CM-CONNECTED state for both 3GPP access and Non-3GPP access. This case could be proved by the section 5.3.3.2.1 of 23.501[1], which is clearly says 

“The CM state for 3GPP access and Non-3GPP access are independent of each other, i.e. one can be in CM-IDLE state at the same time when the other is in CM-CONNECTED state.”
This sentence implies that the CM state could be CM-CONNECTED state for 3GPP access and Non-3GPP access at the same time. 
In this case, and when the UE needs to be re-authenticated no matter through which connection, the re-authentication will impact the other connection because of keys may be using now.
For example, when the UE is exchanging data with DN through 3GPP-access, and at the same time, it tries to connect to the AMF through non-3GPP access by sending Registration Request. During the Registration Request, the operator policy triggers re-authentication for the UE. In this scenario, if the re-authentication performs, and all keys are updated accordingly, it will impact the 3GPP access because of UP keys are using at that time.

Another example is that when the UE is establishing PDU connection through non-3GPP access, while the UE starts Periodic Registration through 3GPP access. During the periodic Registration, the operator’s policy triggers the re-authentication procedure. If it performs, and all keys are updated accordingly, it will impact the non-3GPP connection because the UE is establishing PDU session connection with the AMF using the NAS keys in the previous authentication.
To solve this problem, it is recommended the legacy keys, which is using and generated from the last authentication, could be continuously used for some time. The timer could be the periodic registration timer in 3GPP access and Deregistration timer in non-3GPP access, and the legacy keys could only be retained and used before the timer expiring. The method also addresses a competition case: when the Authentication request is on a way to the UE in one connection, the UE starts a procedure in another connection, such as Registration procedure. 
4
Detailed proposal
*************** Start of Change 1 ****************
6.4.2.2
Multiple active NAS connections in the same PLMN’s serving network

TS 23.501 has a scenario when the UE is registered to a serving network via 3GPP access and non-3GPP access at the same time.  In this scenario, the UE and the AMF maintain two N1 interfaces at the same time. The NAS keys are shared between 3GPP connection and non-3GPP connection. Two different NAS COUNTs shall be used for different legs. As NAS integrity mechanism in section 6.4.3 and NAS encryption mechanism in section 6.4.4 described, static BEARER number will be used for cryptically separated between two connections.
When re-authentication is trigged by AMF in connection-1, which generates new NAS and AN keys and corresponding ngKSI, if the AMF figures out that the connection-2 is in CM-IDLE state, the new generated keys and the corresponding ngKSI shall be updated for both connections by NAS SMC. If the AMF finds that connection-2 in CM-CONNECT state, the old NAS and AN keys and the corresponding ngKSI shall be kept for some time in case that they are using in the connection-2. The timer could be set in NAS SMC procedure when NAS SMC is running in connection-1, i.e. before the UE sends NAS SMP at UE side, and after the AMF verifies NAS SMP at the AMF side. When the timer is expired or when the UE turns back to ECM- IDLE state, the new keys and the corresponding ngKSI is activated to avoid another round of NAS SMC, then the kept old keys and the corresponding ngKSI shall be deleted \. The timer could be the periodical registration timer in 3GPP connection or De-registration timer in non-3GPP connection. 
*************** End of Change ****************
