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Decision/action requested

To agree the proposed pCR for TS 33.cde
2
References

 [1]
3GPP TR 23.722:  Study on Common API Framework for 3GPP Northbound APIs
3
Rationale

3.1 key issue details

In SA6 TR 23.722 [1], the key issue on toplogy hiding of the service is identified. 

The API invokers may access the service APIs in two scenarios:

a)
Inside the same trust domain as the service API; and

b)
Outside the trust domain of the service API.

Scenario (a) may not require any topology hiding of the service from the API invoker. Scenario (b) requires that the service topology is hidden from the API invoker accessing the service APIs outside the trust domain of the service API to avoid any network security issue. 
3.1 Security threats
With out the topology hiding of service, when the API invokers who outside the trsut domain of the service APIs to access the service APIs, potential attack from the malicious API invoker may be launched by:

1) Sniff service topology, access the whole picture of the services;

2) Gain operator’s network configuration informtion, and/or configuration policy;

3) Estimate network capacity;

4) Scan loophole or vulnerability of the services.
This document proposes derived security requirements for the key isuue of topology hiding of the service. It proposed to SA3 to approve this pCR to add security requirements to CAPIF TS 33.cde.
4
Proposal
It is proposed to approve below pCR.
**********************Begin of changes********************************
X.1
Potential security requirements

The mechanism for topology hiding of service from the API invokers accessing the service API outside the trust domain of the service API shall be supported in CAPIF core functions.
*********************************End of changes*******************************
