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1
Decision/action requested

It is proposed to add the following proposal on UP security policy determination and transmission in TS 33.501.
2
References

[1] S3-173516 Agreements on user plane (UP) security.
[2] TS 23.502 v1.6.0 System Architecture for the 5G System.
[3] TS 33.501 v0.6.0 Security Architecture and Procedures for 5G System.
3
Rationale

According to the S3-173516[1] agreements on user plane (UP) security in SA3 #89 meeting, the following have been agreed with respect to UP security policy.

· (#11) It is FFS where UP security policy resides. Feedback from other working groups like SA2/RAN3 are needed. Current proposals are (a) SMF communicate UP security policy during PDU session setup which assumes dynamic (utilizing PCF) and static configuration mechanism, statically configured in gNB.

· (#12) It is FFs how UP security policy is communicated to gNB. Feedback from other working groups like SA2/RAN3 are needed. Current proposals are (a) SMF communicate UP security policy during PDU session setup, (b) if per-PDU session granularity CN shall indicate to (R)AN the identity of the PDU session, thus, it needs to communicate which flow belongs to which PDU session which is important as in 5G (R)AN does not have the concept of PDU session.

A procedure of UP security policy determination by SMF needs to be defined. The UP security policy indicates whether confidentiality/integrity protection shall be enabled or not. Meanwhile, the way to send UP security policy to 5G (R)AN needs to be specificed.

3.1 UP security policy determination 
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The flow chart for the UP security policy determination as illustrated in the above figure can be used by the SMF. Two decisions will be involved within the procedure.
· Whether the request is for an existing PDU session one. If UE requests the existing PDU session to send the UP data, the UP security policy shall be the same as the existing one.

· Whether the PCC is deployed. If PCC is deployed, SMF sends a request to PCF to retrieve the dynamic security policy of the required DNN. Here PCF may set the UE security policy according to the security requirements of the DN (named by DNN), which could be retrieved from DN or AF following the same SA2 procedure on QoS retrieve from AF. However, PCF may set the default policy if there are no security requirements related with the DNN.
Hence, UP security policy mechanism will take the above aspects in consideration.

3.2 Sending UP security policy to 5G (R)AN
According to TS 23.502 [2], section 4.3.2.2 UE requested PDU Session Establishment, SMF will send N2 SM information (PDU Session ID, QoS Profile(s), CN Tunnel Info, S-NSSAI) to AMF, where N2 SM information carries information that the AMF shall forward to the (R)AN. 
Detailed procedures are as follows:

10.
SMF to AMF: Nsmf_PDUSession_CreateSM Response (Cause, N2 SM information (PDU Session ID, QoS Profile(s), CN Tunnel Info, S-NSSAI), N1 SM information (PDU Session Establishment Accept (Authorized QoS Rule, SSC mode, S-NSSAI, allocated IPv4 address))).

· The N2 SM information carries information that the AMF shall forward to the (R)AN which includes:

-
The CN Tunnel Info corresponds to the Core Network address of the N3 tunnel corresponding to the PDU session.

-
The QoS Profile provides the (R)AN with the mapping between QoS parameters and QoS Flow Identifiers. Multiple QoS profiles can be provided to the (R)AN. This is further described in TS 23.501 [2] clause 5.7.

-
The PDU Session ID may be used by AN signalling with the UE to indicate to the UE the association between AN resources and a PDU session for the UE.

· S-NSSAI is corresponding to the PDU session.
11.
AMF to (R)AN: N2 PDU Session Request (N2 SM information, NAS message (PDU Session ID, PDU Session Establishment Accept)).

Therefore, if the UP security policy is determined by the SMF during the PDU session setup procedure, UP security policy could be sent from SMF to (R)AN via AMF by the N2 SM information.
4
Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in TS33.501. 
*************** Start of Change 1 ****************
8.4
UP security mechanisms

8.4.X UP security policy determination and transmission
The SMF shall allocate the session-based security policy during the PDU session establishment procedure as specified in TS 23.502 [8]. 

 UE sends the Request Type, PDU session ID, and DNN to the SMF during PDU session establishment procedure. If the Request Type indicates "Existing PDU Session", the SMF identifies the existing UP security policy based on the PDU Session ID, and reuses the existing UP security policy for this PDU session. 

However, if the Request Type indicates "Initial request", and dynamic PCC is not deployed, SMF uses the Default UP security policy, which could be obtained from the Subscription data from UDM.
If the Request Type indicates "Initial request ", and dynamic PCC is deployed, SMF uses the UP security policy, which can be obtained from the PCF by sending PDU-CAN Session Establishment request, including Subscriber Permanent ID, and DNN. The PCF sets the session-based UP security policy corresponding the security requirements of DNN and sends it back to SMF. If there are no security requirements related with the DNN, the PCF may use the default UP security policy and send it   back to SMF.

Editor’s note: Retrieve the security requirements from DN needs to be aligned with SA2 procedure.

In the following, after SMF determines the PDU session UP security policy, SMF sends it as one parameter in N2 SM information to AMF in the Nsmf_PDU Session_CreatSMContext Response signalling. Then AMF sends the N2 SM information to (R)AN in the N2 PDU Session Request message. Finally, 5G(R)AN retrieves the UP security policy from the received N2 SM information.

*************************End of Change*************************
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