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Decision/action requested

It is requested to approve this TDoC for TR.
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Rationale

A Control Plane Network function (NF) within the 5G Core network may expose its capabilities as services via its service-based interface, which can be used by other Control Plane CN NFs. The NF NF service discovery enables one NF to discover a set of available NF instances with specific NF service or a target NF type. The NF repository function (NRF) is the logical function that is used to support the functionality of NF and NF service discovery.
Furthermore, we have following security requirements in TS 33.501[1].

“

-
NF Service Based discovery and registration shall support confidentiality, integrity, and replay protection.

-
NRF shall be able to ensure that NF Discovery and registration requests are authorized.

-
NF service based discover and registration shall be able to hide the topology of the available  / supported NF’s in one administrative/trust domain from entities in different trust/administrative domains (e.g., between NFs in visited and the home networks.)

”

This pCR provides a solution to NF Service discovery Authorization for within the same PLMN and across PLMNs. 

4
Detailed proposal
**********************************Start of Changes************************************************
7.1.3.4.2
Authorization of NF service discovery

Editor’s Note: This content addresses the authorization of NF service discovery.
During initial provisioning and configuration of NF, NRF is configured with NF’s public key and other information. And NF is configured with public key of NRF and other information.  
Service Discovery request and response can function within same PLMN or across PLMNs. Subsequent sections describe the detailed flow for each case.
7.1.3.4.2.1
Authorization of NF service discovery in the same PLMN


[image: image1.emf]NF Service Consumer NRF

1.Nnrf_NFDiscovery_Request(Service Name, Requested NF Type, NF Type of Consumer..., Nonce)Sign-PrivKey-NF

2. Authorize NF Service 

Consumer

3.Nnrf_NFDiscovery_Response(Selected NF{IP/FQDN/URI},..Nonce)Sign-PrivKey-NRF

4. Check Signature


Figure 7.1.3.4.2.1-1 Authorization of NF service discovery in the same PLMN
1. The NF service consumer invokes Nnrf_NFDiscovery from an appropriately configured NRF in the same PLMN as defined in 23.502 Section 4.17.4. This NF Service Discovery Request shall be signed by NF’s private key and encrypted using public key of NRF.A nonce is also included as part of Service Discovery Request for replay protection.
2. The NRF check the integrity the Nnrf_NFDiscovery_Request by verifying the Signature of the Discovery request using the public key of NF Service Consumer. NRF then decrypts the payload.

3. Upon successful verification of Service discovery request, the NRF determines the discovered NF instance and provides it to the NF service consumer via Nnrf_NFDiscovery_Response message. This response is signed by NRF private key and encrypted using public key of NF Service Consumer.

4.  Upon receipt of the Nnrf_NFDiscovery_Response message, NF Service Consumer checks the integrity the Nnrf_NFDiscovery_Request by verifying the Signature of the Discovery request using the public key of NF Service consumer. NRF then decrypts the payload.

7.1.3.4.2.2
Authorization of NF service discovery in the across PLMNs

In case that the NF service consumer intends to discover the NF/NF service in a home  PLMN, the NRF in serving PLMN needs to forward the service request to NRF  in the home PLMN. 
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Figure 7.1.3.4.2.1-2 Authorization of NF service discovery in the across PLMNs
1.
The NF service consumer invokes Nnrf_NFDiscovery_Request with same parameters as per TS 23.502 section 4.17.5. This NF Service Discovery Request shall be signed by NF’s private key and encrypted using public key of NRF.A nonce is also included as part of Service Discovery Request for replay protection.
2. The NRF check the integrity the Nnrf_NFDiscovery_Request by verifying the Signature of the Discovery request using the public key of NF Service Consumer. NRF then decrypts the payload. Upon successful verification of Service Discovery Request Serving NRF further forwards this request to NRF in home PLMN. 
3. The NRF in the Home PLMN sends the Discovery response with selected NF to NRF in serving PLMN. 

4. NRF in serving PLMN forwards the information in NF Discovery Response message to NF. 

5. This response is signed by NRF private key and encrypted using public key of NF Service Consumer.

6.  Upon receipt of the Nnrf_NFDiscovery_Response message, NF Service Consumer checks the integrity the Nnrf_NFDiscovery_Request by verifying the Signature of the Discovery request using the public key of NF Service consumer. NRF then decrypts the payload.

**********************************End of Changes************************************************
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