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1
Decision/action requested

It is requested to approve the proposed pCR content for subclause 6.2.3.2 of TS 33.501.
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3
Rationale

The contribution adds the context for clause 6.2.3.2 key identification in TS 33.501[1]. 
Since AUSF and SEAF have no directly signaling with UE, there may have no identification for KAUSF and KSEAF like ngKSI to identify KAMF, but it may have effort to identify the KAUSF and KSEAF. So, the first EN is added.

Since eKSI in LTE has two types, i.e. KSIASME and KSISGSN, to identify the current key or the mapped key, consider the feature for multiple NAS connection, interworking with LTE, AMF change etc. the more type to identify KAMF may be needed. So, the second EN is added. 
4
Detailed proposal

*************** Start of Change 1 ****************
6.2
Key hierarchy, key derivation, and distribution scheme 

Editor's Note: This subclause is meant to contain an overall description of all the keys in the 5G key hierarchy, also comprising keys shared between UE and access network that are defined only below in clause 8 of the present document.

6.2.3
Handling of user-related keys
6.2.3.2
Key identification

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.2, which is about key identification. It is FFS whether the text in this subclause should be limited to key set identification parameters sent over interfaces, e.g. eKSI over NAS for identifying a NAS security context or NCC over RRC for identifying an NH key. 
Editor’s Note: Whether KAUSF and KSEAF need to be identified is ffs.
The key KAMF shall be identified by the key set identifier ngKSI. An ngKSI shall be stored in the UE and the AMF together with KAMF and the temporary identifier 5G-GUTI, if available. 
NOTE 1:
The 5G-GUTI points to the AMF where the KAMF is stored.

Editor’s Note: The type of ngKSI is ffs.
KNASenc and KNASint in the key hierarchy specified in clause 6.2.1, which are derived from KAMF, can be uniquely identified by ngKSI together with those parameters from the set {algorithm distinguisher, algorithm identifier}, which are used to derive these keys from KAMF.

The KN3IWF can be uniquely determined by ngKSI together with the uplink NAS COUNT are used to derive it according to Annex A.11. 

The initial KgNB can be uniquely determined by ngKSI, together with the uplink NAS COUNT are used to derive it according to Annex A.9. 

The intermediate key NH as defined in clause 6.9.4.1.1 can be uniquely determined by ngKSI, together with the initial KgNB derived from the current 5G NAS security context for use during the ongoing CM-CONNECTED state and a counter counting how many NH-derivations have already been performed from this initial KgNB according to Annex A.10. The next hop chaining count, NCC, represents the 3 least significant bits of this counter. 

Intermediate key KgNB*, as well as non-initial KgNB, defined in clause 6.9.4.1.1 can be uniquely identified by ngKSI together with those parameters from the set {KgNB or NH, sequence of PCIs and ARFCN-DLs}, which are used to derive these keys from KgNB or NH. 

KRRCint, KRRCenc, KUPint, and KUPenc in the key hierarchy specified in clause 6.2.1 can be uniquely identified by ngKSI together with those parameters from the set {algorithm distinguisher, algorithm identifier}, which are used to derive these keys from KgNB.
*************** End of Change 1 ****************
