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1	Decision/action requested
Agree on the text proposed for the empty subclauses
[bookmark: _Toc501107109][bookmark: _Toc501741879][bookmark: _Toc501369991]Rationale: 
1) Currently clause 6.2.3 and its sub clauses are empty, new text is proposed for the content of these clauses.
2) Reference to other appropriate clauses is added wherever relevant.
********************************** Start of Changes *****************************************
6.2.3	Handling of user-related keys 
[bookmark: _Toc501107110][bookmark: _Toc501369992][bookmark: _Toc501741880]6.2.3.1	Key setting
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.1, which is about key setting during AKA. 
Key setting happens at the end of successful authentication procedure. Authentication and key setting  may be initiated by the network as often as the network operator wishes. Key setting can occur as soon as the identity of the mobile subscriber (i.e. 5G-GUTI or SUPI) is known by the AMF. A successful run of 5G AKA or EAP AKA’ results in a new KAMF that is stored in the UE and the AMF.
NAS keys (i.e. KNASint and KNASenc and AS keys (i.e. KgNB, KRRCenc, KRRCint, KUPenc, KUPint) are derived from KAMF using the KDFs specified in Annex A. The NAS keys derived from the new KAMF are taken in use in the AMF and the UE by means of the NAS security mode set-up procedure (see sub clause 6.7.2). The AS keys are taken into use with the AS security mode set-up procedure (see sub clause 6.7.4) or with the key change on the fly procedure (see sub clause 6.9.6)

[bookmark: _Toc501107111][bookmark: _Toc501369993][bookmark: _Toc501741881]6.2.3.2	Key identification
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.2, which is about key identification. It is FFS whether the text in this subclause should be limited to key set identification parameters sent over interfaces, e.g. eKSI over NAS for identifying a NAS security context or NCC over RRC for identifying an NH key. 
The 5GS NAS context is identified by the key set identifier ngKSI as defined in clause 6.7.2 of this specification. The NAS context identified by ngKSI includes the NAS key KAMF and keys derived from it, KNASint for the NAS integrity protection and KNASenc for the NAS encryption in the 5GS key hierarchy specified in clause 6.2. NAS context may also include access specific keys, KgNB and KN3IWF if the UE is accessing the 5GS via 3GPP access or non 3gpp access. Annex A describes the KDF and derivation of these keys.
The key set identifier also points to the right context for the identification of intermediate key NH, the Next Hop parameter (NH) and the Next Hop Chaining Counter parameter (NCC) used for next hop access key derivation.


[bookmark: _Toc501107112][bookmark: _Toc501369994][bookmark: _Toc501741882]6.2.3.3	Key lifetimes
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.3, which is about key lifetimes. 
All AS keys are derived based on NAS key KAMF. Once AS keys are derived and active, they remain active until refreshed using either the AS key re-keying procedure specified in 6.9.6.4 or the AS key refresh procedure specified in 6.9.6.5. During state transitions a fresh KgNB is computed using NAS UL COUNT and AS context is created fresh. The handling (creation, modification and update) of the AN keys in the various state transitions is described in clauses6.8 and 6.9.
During handover KgNB for the target are computed fresh using dynamic parameters (like PCI) as described in clause 6.9.4.
During interworking scenarios, KAMF shall be created only by running a successful AKA or by using the key KSEAF left at SEAF or by the inter-RAT procedures towards 5GS. 

Editor's Note: In interworking scenarios incase the UE doesn’t have a valid KAMF, how it is derived is FFS.

********************** End of changes *******************************************
