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Decision/action requested

For approval.
2
References
33.501 v.050
3
Rationale

Privacy over the air for the initial registration request is the new 5G feature. To allow this feature to be integrated as simple as possible, the unique place for all privacy related operations is the UDM where already a secure environment for the subscription of all users exists. 

Thus, UDM hosts and offers all privacy related functionalities. SIDF is responsible for the de-concealment. But, also other privacy related functionalities are necessary. This pCR introduces for the option for signing or creating an authorization proof in case the serving network is rejecting the initial registration request. If the serving network can provide such authorization proof signed by the home network to the UE, the UE can trust that the serving network is trusted by the home network operator. 
Nokia introduced this issue in a joint contribution with KPN (S3-173311/3310) when it was still under discussion to allow the visited network to request the UE to change from encr- SUCI to null-SUCI. The SN message to mandate the UE to use null-SUCI was ruled outin SA3#89, but as discussed via SA3 mailing list, the problem is wider than privacy. The problem of a fake base station rejecting access to 5G exists for all networks regardless whether they are allowing non-NULL SUPI protection. 

By controlling its 5G UEs, the operator should at least attempt to assure that its subscribers are not trapping into a fake network. 5G UE should always use encr-SUCI, ie. never attach with a null-SUCI. But what happens in case of rejection? As mentioned in the last meeting, a 5G UE would most likely fall back to 4G in this case, which gives room to fake base stations attacks / deny of service. 

The risk for downbidding to LTE will stay for a long time but can be at least limited by the proposed pCR. 
4
Detailed proposal

****************** Start of changes ******************

********* CHANGE 1
6.8.X
Authorization proof 

6.8.X.1 Authorization proof function (AUPF)

Providing authorization proof is a function or service offered by the UDM to allow the serving network to provide authorization proof information to a UE by which UE and home network can consciously agree on any configurational change of the home operator policy requested by the serving network. 

The serving network may use this service in case the AMF rejects the UE's request but wants to mandate UE to behave differently, e.g. using 4G registration instead and thus, overcoming 5G privacy feature of SUCI registration. By providing the authoriziation proof information to the UE, a deny of 5G service attack by a compromised network can be countered and limited. 

Editor’s Note: It is ffs if home network authorization requested by the serving network may also be used for different purposes in future.

AUPF is using the private key part of the privacy related home network public/private key pair that is stored in a secure environment to sign an authorization proof info that is freshly generated for each roaming UE. The authorization proof info is based on data provided by the UE during registration. 

AUPF shall use the private part of the privacy related home network public/private key pair to sign the authorization proof information. This operation shall take place in a secure environment of the home network.

6.8.X.2 Procedure for authorization proof

The procedure is initiated when an AMF/SEAF in a serving network receives a Registration Request message of the type "initial registration" from the UE that contains a SUCI not generated with the "null-scheme" (step 0).

The following steps describe the SEAF communication with the home network to gain the authorization from the home network for providing to the UE a failure code which changegs the behaviour of the UE, e.g. registering with “initial attach” in 4G. and the resulting "authorization proof info" message sent back to the UE:

Step 1: The SEAF shall send a "authorization proof info request" message containing the SUCI, the serving network name, and the wished change of behaviour of the UE to the AUSF. Freshness of the request shall be ensured. 

To avoid that the UE uses SUCI as an encrypted channel to its home network, the serving network shall send a hash of SUCI to the home network requesting the home network signature as a proof. The hash function is publicly known. 

Editor's note: add reference to annex here once the hash function is decided.

Step 2: The AUSF shall verify that the serving network is entitled to use the serving network name and if so, sends the "authorization proof request" message containing the hash of the SUCI and the serving network name to the AUPF, to gain an authorization proof info.

Step 3: The AUPF shall check the serving network requested change of behaviour for the UE and, if in line with home network operator policy, generate the "authorization proof info" as input to the AUSF "authorization proof info response" message using the privacy related private key for signing this info. Then, the AUPF shall send the "authorization proof info" to the AUSF.

Step 4: The AUSF shall send the "authorization proof info" to the SEAF by using the "authorization proof info response" message.

Step 5: The SEAF shall send the reject message containing the "authorization proof info".

NOTE1:
The "authorization proof info" is associated with the "initial registration request" message and cannot be reused. The SEAF should therefore obtain a new "authorization proof info" for every single initial registration message that uses an encrypted SUCI.

Step 6: The UE shall verify that the "authorization proof info" included in the response message from AMF contains the hash of the SUCI used in the initial registration message. It shall further verify whether the serving network name identifies the network it sent the initial registration message to, and that the message was signed using the home network privacy related private key.


[image: image1]
Figure 6.8.X-1: Flow for authorization proof info message generation
If AMF can provide the UE with such authorization proof info from the home network, the UE can make a conscious decision how to behave. Thus, if the message is successfully verified, the UE may either send an initial registration message with a concealed SUPI to another network, may send a new initial registration message with a null-SUCI to the same network, or may register in 4G network instead. 

If the user of the UE was alerted in case no authorization proof info was provided back, the user is at least able to consciously decide even without receiving an authorization proof info.

The UE may not send a new initial registration message with a real-encrypted SUCI to the same network if it has been rejected without any cause of failure including an authorization proof info.

******** CHANGE 2

C.X 
Authorization proof messages

C.X.1 Authorization proof info request/response 

The authorization proof info request/response messages are exchanged between SEAF to AUSF.
The "authorization proof info request" message shall contain the following fields:

-
The serving network name of the network;

-
A hash of the SUCI.

- 
A code for behavioural change wanted for the UE

 The “authorization proof info response” message shall contain the following fields:

· authorization proof info.

C.X.2 Authorization proof request/response 

The "authorization proof request” is sent from the AUSF to the AUPF and shall contain the following fields:

· Hash of SUCI;

· Serving network name.

The "authorization proof response" shall be computed by the AUPF and shall return the following fields back to the AUSF:

-
The serving network name of the network that requested the usage of the null-scheme;

-
The hash of the SUCI;

-
The authorization proof information calculated by applying a sha-256 hash to above fields and signing this hash using the raw private key of the home network.

Editor’s note: The encryption schemes are FFS.

C.X.3 Authorization proof info

The visited network informs the UE about the required change in behaviour, e.g. by certain failure code in the reject message. This message shall contain the authorization proof info which is received by the SEAF in the visited network from the UDM/AUPF in the home network by means of the "authorization proof info response".
****************** End of changes ******************
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