3GPP TSG SA WG3 (Security) Meeting #90
S3-180061
22 -26 January 2018, Gothenburg (Sweden)
revision of S3-18xabc
Source:
KPN
Title:
REAR – Conclusions on authorization by eRelay-UE
Document for:
Approval

Agenda Item:
8.2
1
Decision/action requested

SA3 is kindly requested to accept the pCR for inclusion into TR 33.843.
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3
Rationale

Authorization for layer-2 relaying needs further analysis before the study can be completed. In this paper we present why and how. As far as we could tell, there are four authorizations in REAR:
-
Authorization of the eRelay-UE to act as a relay. This authorization should be under the control of the network operator. Presently, this is captured in clauses 6.1.5 in TR 23.733 and clauses 6.4 and 6.12 in TR 33.843.
-
Authorization of the eRemote-UE for indirect communication. This authorization should be under the control of the network. Presently, this is captured in clauses 6.1.5 in TR 23.733 and clauses 6.4 and 6.12 in TR 33.843.
-
Authorization of a specific pair of eRelay-UE and eRemote-UE. This authorization should be under the control of the network because it involves dedicating specific spectrum. Presently, this is captured in clauses 6.1.5 in TR 23.733.
-
Authorization of a specific eRemote-UE to use a specific eRelay-UE by the eRelay-UE. This authorization is actually under the control of the eRelay-UE, because a particular eRelay-UE might only be used by specific eRemote-UEs. This type of authorization has not yet been discussed in the context of REAR.

With respect to the latter, there seems no option for a user to opt to only relay for a specific group of UEs. In SA1 documentation, there is a requirement that says “Based on the preference of the end-user of the [eRelay-UE], the 3GPP network shall be able to allow/disallow access from an [eRemote-UE] to the network via an [eRelay-UE]”, but this requirement is not specific enough to conclude that eRelay-UE authorization methods are required.
The proposal is to capture these thoughts in the conclusion of TR 33.843 and highlight these as well in an LS to SA1.
4
Detailed proposal

*** Beginning of Change ***

7.10
Overall conclusions


[…]

With respect to authorization it is noted that the present specification does not contain a mechanism for a eRelay-UE to authorize a specific eRemote-UE when it attempts to set up an indirect 3GPP connection. Said differently, the eRelay-UE either relays or doesn’t relay, but does not have the ability to selectively relay or not. If such functionality is required, a solution will have to be specified during normative work.
 *** End of Change ***
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