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1. Overall Description:

SA3 has taken note of the current Rel-15 specification TS 23.502 (version 15.0.0) and would like to draw SA2’s attention to the following observations:

· In clause 4.2.2.2.2 General Registration (p. 16), TS 23.502 says that "If the UE previously received a UE Configuration Update Command indicating that the UE needs to re-register and the 5G-GUTI is invalid, the UE performs an Initial Registration and shall include the SUPI in the Registration Request message." Since SA2 makes explicit mentioning of SUCI before, SA3 understands this to mean that the UE cannot include a SUCI in an initial registration request following a Configuration Update Command. However, SA3 also believes that no NAS Security Context will be available, meaning that the SUPI will be exposed. This would constitute a breach of the permanent subscriber confidentiality which is part of the 5G security design. SA3 would like ‘SUPI’ in the above example to mean ‘SUPI or SUCI’.
· In clause 4.2.4.2 step 4, a similar statement is made. SA3 would like SUPI in this step to mean ‘SUPI or SUCI’.

· In clause 4.11.2.3 EPS to 5GS Mobility (p. 140), TS 23.502 says that "The UE indicates that it is moving from EPC. […] The UE in dual registration mode provides the Registration type set to "initial registration", and a native 5G-GUTI or SUPI". And on page 141, note 2, TS 23.502 says that "As the 5G-GUTI mapped from 4G-GUTI is unknown identity to the AMF, the AMF sends an Identity Request to the UE to request the SUPI. The UE responds with Identity Response (SUPI)". In both cases, SA3 believes that what SA2 has meant to say is ‘SUPI or SUCI’.
· Similarly, in clause 4.11.3.1, TS 23.502 says that "The UE initiates Registration procedure on untrusted non-3GPP access via N3IWF (with 5G-GUTI is available or SUPI if not) […]." Similar statements are made in clause 4.11.4.1. Also, in these cases also SA3 believes that SUPI could be read as ‘SUPI or SUCI’.
Also, SA3 would like SA2 to know that SA3 has introduced a so-called null-scheme for SUCI encryption in addition to other encryption schemes. In case the null-scheme is used, the SUCI is equivalent to the SUPI albeit a different format may be decided by CT groups. The null-scheme is used by the UE whenever the UE’s home network has not provisioned a home network public key or has configured the UE to use the null-scheme. SA3 believes this simplifies the specifications since ‘SUCI’ can be used instead of ‘SUPI or SUCI’ whenever the UE is requested to provide its Identity or sends Registration Request.
Furthermore, SA3 would like SA2 to know that it is SA3’s intention that the SUCI is provided in any registration request procedure in 5G when there is no security context available. This irrespective of RAT and whether the RAT is trusted or untrusted.

SA3 would like to request SA2 to answer the following question:

1) In the above mentioned examples, can SA2 clarify whether ‘SUCI’ can be read whenever ‘SUPI’ is written?

SA3 would like SA2 to consider updating their specification accordingly.
2. Actions:

To SA2 group.

ACTION: 
SA2 is kindly requested to provide an answer question 1 and to provide feedback on whether specifications are updated by SA2.
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