
3GPP TSG SA WG3 (Security) Meeting #90
S3-180022
22 - 26 Jan, 2018, Gothenburg, Sweden
revision of S3-180abc
Source:
ZTE, Huawei, Hisilicon
Title:
Discussion on multi-NAS in same PLMN – structure of 5G security context
Document for:
Discussion

Agenda Item:
7.2.6.1
1
Decision/action requested

This paper discusses the issue of structure of 5G security context in the situation of mult-NAS in same PLMN and proposes way forward.

2
References

[1]
S3-180023
Discussion on multi-NAS in same PLMN – NAS message handling after first registration procedure

[2]
S3-180024
Discussion on multi-NAS in same PLMN – concurrent NAS message handling

[3]
S3-180026
Multi-NAS in same PLMN – structure of 5G security context
3
Discussion

In LTE, the input parameters of the ALGORITHM for NAS protection includes KEY, BEARER, (UL/DL) COUNT, DIRECTION etc. BEARER is always 0 as there’s only one NAS leg between UE and MME in LTE. In 5G, there may be multiple NAS legs between UE and AMF, but there’s no need to use different KEY and ALGORITHM per access type. NAS COUNT is access related obviously, and in order to separate NAS legs in security, BEARER can be other value, then the legacy NAS protection mechanism can be reused, and BEARER can be used to separate NAS legs.

Proposal 1: 5G security context contains NAS keys and NAS protection algorithms in common part. Uncommon part related to access type, and can contain multiple <UL NAS COUNT, DL NAS COUNT> pairs.

As in LTE, the NAS is over 3GPP access and corresponding BEARER value is 0, consider that there’re only a few access types (3GPP and wireless non-3GPP so far), flexible BEARER value does not help much.
Proposal 2: 5G security context does not contain BEARER, different access type corresponds to different fixed BEARER value (3GPP: 0, non-3GPP: 1).

According to above proposals, key setting for core network and algorithms for NAS protection in 5G security context are common for all access types, (re)authentication (change Kamf in 5G security context) and NAS SMC (may change Knasenc and Knasint and/or algorithms for NAS protection in 5G security context) will be common for all access types.

Proposal 3: (Re)authentication and NAS SMC procedures are common for all access types, which means there’s no need to perform (re)authentication and/or NAS SMC procedures twice over different access types.
4
Conclusion
Proposal 1: 5G security context contains NAS keys and NAS protection algorithms in common part. Uncommon part related to access type, and can contain multiple <UL NAS COUNT, DL NAS COUNT> pairs.
Proposal 2: 5G security context does not contain BEARER, different access type corresponds to different fixed BEARER value (3GPP: 0, non-3GPP: 1).

Proposal 3: (Re)authentication and NAS SMC procedures are common for all access types.
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