
3GPP TSG SA WG3 (Security) Meeting #90-Bis
S3-180932
26 Feb – Mar 2 2018, San Diego, CA 
revision of S3-180507
Source:
InterDigital

Title:
Solution for LTK generation
Document for:
Decision and Approval

Agenda Item:
5.2 – Study on Long Term Key Update Procedures

Abstract of the contribution: This contribution proposes LTK generation solution for inclusion in TR 33.834, Study on Long Term Key Update Procedures.
1
Decision/action requested

It is requested to approve the proposed change and incorporate it in TR 33.834. 
2
Rationale
. This PCR proposes a solution addressing the Key Issue #3 LTK generation vs. LTK transport.
3
Detailed proposal

*** BEGIN CHANGES ***
9.x
Solution #x: LTK generation
9.x.1
Introduction
This solution provides high-level description of a mechanism for LTK generation. This solution addresses the threat described in Key Issue # 3. This high-level description may be seen as generic framework for LTK generation replacing LTK transport, for example, for a Diffie-Hellman based solution for LTK generation.
9.x.2
Solution Description
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Figure 9.x.2.1: LTK Generation Process
The high-level steps involved in the LTK generation process are described below:

Step 0:
 Operator makes a decision based either on the policy or detected LTK compromise to update LTK. Steps 1-8 describe the LTK Re-generation process.

Step 1: On detection of the compromise, the UE / eUICC and the AUSF / ARPF perform a mutual authentication (e.g. eUICC private key; refer eUICC specifications) and establish a secure connection.
Editor's note: details of mutual authentication between UE/eUICC and AUSF/ARPF/SM-DP are FFS.
Step 2: The UE / eUICC or the AUSF / ARPF notifies one another of the compromise over the secure connection established in Step 1. 
Step 3:
 The notification from Step 2, triggers the LTK keying material generation on the eUICC associated with the compromised LTK and at the AUSF / ARPF.

Step 4: The UE / eUICC and the AUSF / ARPF exchange the keying material generated at Step 3.

Step 5: The UE / eUICC uses the keying material that it had generated together with the keying material received from the AUSF / ARPF to generate the LTK. Similarly, the AUSF / ARPF uses the keying material that it had generated together with the keying material received from the UE / eUICC to generate the fresh identical LTK.

Step 6: The UE / eUICC and the AUSF / ARPF exchange messages to provide Acknowledgement/proof-of-possession of the fresh LTK to each other.

Step 7: The UE / eUICC activates the fresh LTK for use with the particular MNO.

Step 8: The fresh LTK is activated and associated with the subscriber (USIM) within the ARPF (database) in a secure manner.
9.x.3
Solution Evaluation

9.x.3.1
Key Issues

This solution while focussed on key issue 3 meets the requirements of Key Issues 1 and 2.
9.x.3.2
USIM and ISIM types applicable

This solution requires the use of eUICC.
9.x.3.3
Potential hardware and software impacts

The solution requires the USIM hardware to be preloaded with a certificate and that it supports certificate verification.
9.x.3.4
Key exchange protocols and transportation

No keys are exchanged in this solution however material used to generate the key is exchanged.  Capture of this key material is not adequate for an attacker to generate the keys.
9.x.3.5
3GPP technologies supported
This solution could be used on UMTS, LTE or 5G where a eUICC is used.
9.x.3.6
Assessment of additional risks
The quality of the key material will effect the efficacy of the protocol.
The SIMAlliance specification for eUICC profile package describes an interoperable profile format transmitted to the eUICC to be loaded and installed in compliance with GSMA eUICC remote provisioning procedures. 

Current SIMAlliance specification for eUICC defines the MNO profile as the complete collection of parameters (file structure, data and applications: USIM, etc.). The profile format definition does not address packaging of specific individual profile elements (e.g., LTK).   

The following threats may manifest themselves due to the lack of ability for selective LTK update:

As this solution may change the whole USIM profile there is a possible loss of application-specific credentials and/or user data stored in the eUICC. .
Possible denial-of-service to third party services from eUICC hosted third party applications
9.x.3.7
Conclusion
TBD
*** END OF CHANGES ***
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