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4.1.8.7 Editorial corrections (Primary Authentication)
1
Decision/action requested

pCR to be included in 33.501
2
References

N/A 
3
Rationale

Clause 9.4 currently lists all security related messages over N12. However, SA2 is using the concept of SBA and NF services. 

It is proposed that clause 9.4 follows the SA2 syntax of specifying services. 

4
Detailed proposal

**** First Change ****
9.4
Authentication related services provided by AUSF  
Editor’s note: This clause overlaps with TS 23.502. The content should either be moved to TS 23.502 and removed from TS 33.501, or the other way round. Cross-references should be added in after the overlap has been removed. 
9.4.1
General
This subclause describes the authentication-related services that are provided by AUSF. A complete list of AUSF services are defined in TS 23.502 [8]. 

The services listed here are used in procedures that are described in clause 6 of the present document. 


Editor's Note: Suitable names for the N12 messages listed as N12(xxx) below have to be found, in collaboration with CT4.
The following table illustrates the security related services that AUSF provides.

Table 9.4-1: List of security related AUSF Services

	Service Name
	Service Operations
	Operation

Semantics
	Example Consumer(s)

	Nausf_UEAuthentication
	Authenticate
	Request/Response
	AMF


9.4.2
Nausf_UEAuthentication service
9.4.2.1
General
Service Description: the AUSF provides UE authentication service to the requester NF. For AKA based authentication, this operation can be also used to recover from synchronization failure situations.
9.4.2.2
Nausf_UEAuthentication_Authenticate service operation
Service operation name: Nausf_UEAuthentication_authenticate.
Description: Authenticate the UE and provides related keying material.

Input, Required: One of the options below. 
1.
In the initial authentication request: Requester ID, SUPI or SUCI, serving network name.
2.
In the subsequent authentication requests depending on the authentication method: 

a.
5G AKA: Authentication confirmation message with RES* as described in clause 6.1.3.2.  
b.
EAP-AKA’: 
EAP packet as described in RFC 4187 [21] and RFC 5448 [12], and Annex F. 
Input, Optional: Synchronization Failure indication and related information (i.e. RAND/AUTS).

Output, Required: One of the options below. 

1.
Depending on the authentication method: 
a.
5G AKA: authentication vector, as described in clause 6.1.3.2. 
b.
EAP-AKA’:
EAP packet as described in RFC 4187 [21] and RFC 5448 [12], and Annex F.  

2.
Authentication result and if success the  master key which are used by AMF to derive NAS security keys and other security key(s).
Output, Optional: One or both of the options below. 
1.
Depending on the authentication method: 

a.
5G AKA: Authentication confirmation acknowledge message. 

b.
EAP-AKA’:
If authentication was successful, the master key which is used by AMF to derive NAS security keys and other security key(s) 

2.
SUPI if the authentication was initiated with SUCI. 





































**** End of Changes ****
