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1
Decision/action requested

It is proposed to add further details to Interworking handover from 5G to 4G.
2
References

[1]
 TS 33.501
3
Rationale

It is proposed to add further details to Interworking handover from 5G to 4G.

It is proposed that:
· the source AMF shall select and store the EPS NAS security algorithms to be used in the target MME for encryption and integrity protection. The source AMF provisions the selected EPS NAS security algorithms in the UE in 5G NAS SMC in 5G access (see clause 6.7.2). The UE shall store these EPS NAS security algorithms for a future interworking handover to EPS.
· the source AMF and UE shall also derive the initial KeNB from the K’ASME  and the uplink NAS COUNT as specified in Annex A.3 of TS 33.401 [10]. The source AMF and the UE shall use 232-1 as the value of the uplink NAS COUNT parameter. 
· The eKSI for the newly derived K’ASME key is defined such as the value field is taken from the ngKSI of the current KAMF key and the type field is set to indicate a mapped security context.
· The source AMF shall transfer the UE security context (including new K’ASME, newly derived EPS NAS keys, eKSI, uplink and downlink EPS NAS COUNT’s, UE EPS security capabilities, selected EPS NAS algorithms identifiers) to the target MME in the Relocation Request message. 
4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
*** BEGIN CHANGES ***
8.3
Handover from 5GC to EPC over N26

8.3.1 
General

This subclause covers the case of handover from 5GC to EPC, as defined in 23.502[8].

8.3.2
Procedure
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Figure 8.3.2-1 Handover from 5GS to EPC over N26

NOTE:
This procedure is based on clause 4.11.1.2.1 in TS 23.502 and only includes steps and description that are relevant to security.

If the UE is initially registered and connected to the 5GC, the 5GC has a current security context for the UE. The current 5G security context may be a mapped 5G security context resulting from a previous mobility from EPC, or a native 5G security context resulting from a primary authentication with the 5GC. 

1. The gNB sends a Handover Required message to the AMF, including UE’s identity and UE’s security capabilities.

2. When the source AMF performs a handover procedure to the EPC, after checking the UE’s access rights and security capabilities, the source AMF shall prepare a UE context including a mapped EPS security context for the target MME. To construct the mapped EPS security context, the source AMF shall derive a  K’ASME using the  KAMF key and the current downlink 5G NAS COUNT of the current 5G security context as described in clause 8.6.1 and then increment its stored downlink 5G NAS COUNT value by one.

The source AMF shall select the EPS NAS algorithms identifiers (it has stored) to be used in the target MME at interworking handover to EPS, for encryption and integrity protection.

NOTE 1: 
A legacy target MME is expecting to receive the selected EPS NAS algorithms identifiers over N26 from the source AMF as the target MME belives the source AMF is another MME. The source AMF has therefore provisioned the EPS NAS security algorithms identifiers to be used at interworking handover to EPS to the UE in the 5G NAS SMC in 5G access as described in clause 6.7.2.  The target MME could re-select different EPS NAS algorithms though to be used with the UE by running a NAS SMC in the following Tracking Area Update procedure.
The source AMF shallfurther derive EPS NAS keys (i.e., KNASenc and KNASint) from the new K’ASME key with the selected EPS NAS security algorithm identifiers as input, to be used in EPC as described in Annex A.7 in TS 33.401 [10]. The uplink and downlink EPS NAS COUNT associated with the derived EPS NAS keys are set to 1. The eKSI for the newly derived K’ASME key is defined as described in clause 8.6.1.

The source AMF shall also derive the initial KeNB key from the K’ASME key  as specified in Annex A.3 of TS 33.401 [10]  using 232-1 as the value of the uplink NAS COUNT parameter. 
NOTE 2:
The source AMF and the UE only uses the 232-1 as the value of the uplink NAS COUNT for the purpose of deriving KeNB and do not actually set the uplink NAS COUNT to 232-1. The reason for choosing such a value not in the normal NAS COUNT range, i.e., [0, 224-1] is to avoid any possibility that the value may be used to derive the same KeNB again.
The source AMF subsequently derives NH two times as specified in Annex A.4 of TS 33.401 [10]. The {NH, NCC=2} pair is provided to the target MME as a part of UE security context in the Relocation Request message. 

Editor’s Note: It is FFS whether the following text is needed in this clause: The MME shall check whether UE's security capabilities and access rights are valid in order to decide whether it can accept the relocation request.

3. The source AMF shall transfer the UE security context (including new K’ASME, newly derived EPS NAS keys, eKSI, uplink and downlink EPS NAS COUNT’s, UE EPS security capabilities, selected EPS NAS algorithms identifiers) to the target MME in the Relocation Request message. The UE NR security capabilities may be sent by the source AMF as well.
4. The target MME needs to include the {NH, NCC=2} pair and the UE security capabilities in the S1 HANDOVER REQUEST message to the target LTE eNB. The UE security capabilities include the UE EPS security capabilities received from the source AMF.
5. Upon receipt of the S1 HANDOVER REQUEST from the target MME, the target LTE eNB shall compute the KeNB to be used with the UE and proceed as described in clause 7.2.8.4.3 in TS 33.401[10]. 
NOTE 3:
This transparent container is not protected by the target LTE eNB.

6. The target MME shall include the target to source transparent container received from the target LTE eNB in the Relocation Response message sent to the source AMF.

7. The source AMF shall include the target to source transparent container in the Handover command sent to the source gNB.

8. The source gNB shall include the target to source transparent container in the Handover command sent to the UE. 

9. Upon the reception of the Handover Command message, the UE shall derive the mapped EPS security context, i.e. derive  K’ASME  from KAMF as described in clause 8.6.1  using the current downlink 5G NAS COUNT. After the derivation the UE shall increment its stored downlink 5G NAS COUNT value by one.
The eKSI for the newly derived K’ASME key is defined as described in clause 8.6.1. The UE shall also derive the EPS NAS keys (i.e. KNASenc and KNASint) as the AMF did in step 2 using the EPS NAS security algorithms identifiers stored in the ME and provisioned by the AMF to the UE in 5G NAS SMC in earlier 5G access. The UE shall also derive the initial KeNB from the K’ASME and the uplink  NAS COUNT as specified in Annex A.3 of TS 33.401 [10]. The UE shall use 232-1 as the value of the uplink NAS COUNT parameter. 
The UE shall also derive the {NH, NCC=2} pair and further derive the KeNB to be used with the UE by performing the key derivation defined in Annex A.5 in TS 33.401[10] with the fresh {NH, NCC=2} pair in the HANDOVER COMMAND and the target PCI and its frequency EARFCN-DL. The UE shall associate the NCC=2 value received in the HANDOVER COMMAND with the KeNB. The UE shall derive the AS RRC keys and the AS UP keys based on the KeNB and the received AS EPS security algorithms identifiers selected by the target eNB as described in Annex A.7 in TS 33.401 [10]. The uplink and downlink EPS NAS COUNT associated with the derived EPS NAS keys are set to 1. The UE shall immediately take into use the newly created mapped EPS security context, both for NAS and AS communication. The UE shall send a Handover Complete (i.e. RRCConnectionReconfiguration Complete) messages to the LTE eNB.
The mapped EPS security context becomes the current EPS security context at AS and NAS level and overwrites any existing current mapped EPS security context. If the current EPS security context is of type native, then it becomes the non-current native EPS security context and overwrites any existing non-current EPS security context. The Handover Complete messages and all following AS messages in E-UTRAN will be ciphered and integrity protected according to the policy of the target PLMN.

**** End of Changes ****
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