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1
Decision/action requested

Some points are made for the understanding/discussion of UP security key in CU-CP UP separation options.
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Rationale

This discussion paper addresses some points to consider for security key derivation for CU-CP/UP separation option.

The RAN3 LS on security for CU-CP/UP separation [xx], provides working assumptions including:

	3. Strong preference was expressed, by the majority of companies, for a solution where the CU-CP is responsible for all security signalling towards UE and CN and for key derivation. The CU-CP should provide the user plane security keys (i.e., Kupenc, Kupint) to the CU-UP during DRB setup and during key refresh. The CU-CP should ensure that the same user plane keys are not reused in different UP security domains. 


Orignially, there are two options in the RAN3 study (TR 38.806 [yy]), and presumably one option (option 1 below) was agreed as a working assumption in RAN3: 

	Option 1: To let CU-CP derive KUP.enc, KUPCint and forward to CU-UP;

Option 2: To let CU-UP derive KUP.enc, KUPCint according to the KgNB forwarded by CU-CP. 


If CU-CP/UP separation option is assumed to be similar to Dual Connectivity with secondary eNB, the option 2 might be the choice, but the difference here is CU-UP has no direct signalling with UE. According to the working assumptions in the LS, security algorithm selection is also handled by CU-CP on behalf of CU-UP, and for the change of CU-UP, KgNB could be refreshed by CU-CP. Therefore there is no need to forward KgNB or other intermediary key for the derivation of UP encryption/integrity keys in CU-UP. This will lead to rather unnecessary load/storage space for additional keys in UE (and CU-UP possibly). 
However, according to RAN3 study [yy], there are different deployment options are available, and CU-UP can be located with DU physically as well as in central places. The location of CU-UP might be not as secure as CU-CP (as DU versus CU). Also, key separation as in dual connectivity in EPS might have more flexibility for the future optimizations/enhancements in RAN, in general. 

In summary, it seems to be plausible to accept RAN3 working assumption for the key derivation, rather than having other intermediary key for UP key derivation in CU-UP. The physical location of CU-UP, and flexibility for future might be considered before final decision/confirmation.
4
Detailed proposal

It is proposed to take the rationale above into consideration of response LS to RAN3.
