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1
Decision/action requested

It is kindly requested to approve this doc
2
References

N/A
3
Rationale

It is agreed that NAS keys are common when UE connects to AMF through 3GPP and non-3GPP access simultaneously in same PLMN. When UE has multiple active NAS connections with different PLMNs, the NAS keys are derived from two primary authentication. Therefore, there is no scenario requires more than one NAS instances derived at a time.
4
Detailed proposal

*************** Start of the 1st Change  ****************
6.2.2.1
Keys in network entities

Keys in the ARPF
The ARPF shall store the long-term key K. The key K shall be 128 bits or 256 bits long. 

During an authentication and key agreement procedure, the ARPF shall generate authentication key material from K that it forwards to the AUSF. The generation of this authentication key material is specific to the authentication method and is specified in clause 6.1.3.

For 5G AKA, the ARPF shall generate key KAUSF according to the Annex A.2.
The ARPF holds the home network private key that is used by the SIDF to deconceal the SUCI and reconstruct the SUPI. The generation and storage of this key material is out of scope of this specification.
Keys in the AUSF
The AUSF generates a key KAUSF from the authentication key material received from the ARPF for EAP-AKA' as specified in clause 6.1.3.1. This further key may be stored in the AUSF between authentication and key agreement procedures. 

The AUSF shall generate the anchor key, also called KSEAF, from the authentication key material received from the ARPF during an authentication and key agreement procedure.
Keys in the SEAF
The SEAF receives the anchor key, KSEAF, from the AUSF upon a successful primary authentication procedure in each serving network.

The SEAF shall never transfer KSEAF to an entity outside the SEAF.

The SEAF shall generate KAMF from KSEAF immediately following the authentication and key agreement procedure and hands it to the AMF.

NOTE: 
This implies that a new KAMF, along with a new KSEAF, is generated for each run of the authentication and key agreement procedure.

NOTE: 
The SEAF is co-located with the AMF.

Editor’s Note: It is ffs whether the following is true: KSEAF is no longer needed after KAMF has been derived and can be deleted. This may change if SEAF becomes an entity deployed separately from AMF and where a SEAF can be connected to multiple AMFs. 

Keys in the AMF
The AMF receives KAMF from the SEAF or from another AMF. 

The AMF shall derive a key K’AMF from KAMF for transfer to another AMF set in inter-AMF mobility. The receiving AMF shall use K’AMF as its key KAMF. 

NOTE: The precise rules for key handling in inter-AMF mobility can be found in clause 6.5. 

The AMF shall generate keys KNASint and KNASenc dedicated to protecting the NAS layer.  

 

The AMF shall generate access network specific keys from KAMF. In particular, 

-
the AMF shall generate KgNB and transfer it to the gNB.

-
the AMF shall generate NH and transfer it to the gNB, together with the corresponding NCC value. 
The AMF may also transfer an NH key, together with the corresponding NCC value, to another AMF, cf. clause 6.5 “Security handling in mobility”.

-
the AMF shall generate KN3IWF and transfer it to the N3IWF. 

Keys in the gNB
The gNB receives KgNB and NH from the AMF. 

The gNB shall generate all further keys dedicated to protecting the 5G NR from KgNB and /or NH.  

Keys in the N3IWF
The N3IWF receives KN3IWF from the AMF. 

The N3IWF shall use KN3IWF as the key MSK for IKEv2 between UE and N3IWF in the procedures for untrusted non-3GPP access, cf. clause 11. 

Figure 6.2.2-1 shows the dependencies between the different keys, and how they are derived from the network nodes point of view.
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 Figure 6.2.2-1 Key distribution and key derivation scheme for 5G for network nodes
*************** End of the Change  ****************
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