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Decision/action requested
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3
Rationale

The following content develops the existing content on the Threats and potential countermeasures posed due to quantum computing.  In particular:

· We add an introduction to the section, describing the basics of quantum computing and quantum error correction and how these are relevant to cryptography.

· We separate the threats and countermeasures for asymmetric cryptography, symmetric cryptography and hash algorithms.  The threats to asymmetric and symmetric cryptography from quantum computing are significantly different and it is important that we analyse them accordingly.

· The true capabilities of a quantum computer are difficult to analyse at this time, as research and development are ongoing.  However, we include references to recent research studies on this topic and use these to estimate the threat to the best of our ability.

Note that while we have deleted the existing text, much of the content is still included in our re-ordered and extended proposal.
4
Detailed proposal

4
Threats and potential countermeasures posed due to quantum computing


4.1 
Introduction
A quantum computer is a computer which makes use of quantum-mechanical effects.  These effects include superposition, which allows quantum bits (qubits) to exist in a combination of several states at once, and entanglement, which allows connections between separate quantum systems such that they cannot be described independently.  There exist quantum algorithms that use these effects to solve certain cryptographic problems more efficiently than they could be solved on a classical computer.  However, due to the reliance on physical effects quantum computing is inherently error prone, meaning that circuits for quantum algorithms require extra qubits for error correction.  This quantum error correction means that the complexity of the quantum computer required to carry out certain quantum algorithms is greater in practice than in theory.  With the advances in quantum computing, the security community feels it is important we start preparing our information security systems to be resilient to this potential threat.

4.2 
Threats to Asymmetric Cryptography

Shor’s quantum algorithm for integer factorization runs in polynomial time on a quantum computer.  As the security of RSA relies on the hardness of factorizing large integers, the system’s security is terminally undermined by quantum computation.  A variant of Shor’s algorithm enables a quantum computer to calculate discrete logarithms in polynomial time, both over finite fields and elliptic curves.  This variant renders several other public-key cryptosystems insecure, including Diffie-Hellman and Elliptic Curve Diffie-Hellman.
To counter the threat of quantum computing to asymmetric cryptography it is necessary to swap existing algorithms for new, quantum-resistant algorithms.  However, it must be noted that all quantum-resistant key-exchange algorithms currently being considered are much less studied than traditional public key systems such as RSA and Diffie-Hellman.  As such, a balance must be struck between countering the quantum threat and ensuring the use of stable and tested systems.

4.3 
Threats to Symmetric Cryptography

Grover’s search algorithm offers a theoretical quadratic speed-up on unstructured search problems.  This is applicable to symmetric key cryptography as, with use of Grover’s algorithm, we would expect to identify the key for an N-bit block cipher with O(2N/2) operations.

The real speed up offered by Grover’s algorithm is difficult to evaluate and depends on a variety of factors including the scheme being analysed, the precise functionality of a quantum computer and the necessity for error-correction codes.  There has been limited analysis of the effect of Grover’s algorithm on 128-bit block ciphers, but various papers [1][2] have calculated that, while the security of AES-128 would be reduced with the development of a quantum computer, it would not fall to the theoretical 64 bits.  We should also note that Grover’s algorithm does not parallelise efficiently, suggesting that the security assumptions we apply in this scenario may be different to those in classical computing.  It may be more appropriate to consider attacks that run in bounded time, taking into account the likely capabilities of an attacker and the amount of likely parallelisation [3].
To counter the quantum threat to symmetric cryptography from a quantum computer it would certainly suffice to double the key-size of an algorithm, thus doubling the number of bits of classical security.  As discussed above there is an ongoing discussion as to whether this response is overly conservative, as the changes would have other business, interoperability and security consequences. 
4.4 
Threats to Hash Algorithms

Grover’s algorithm also poses a threat to the security of hash algorithms.  As for symmetric algorithms, the theoretical speed-up is quadratic, but it is difficult to evaluate this in a real word scenario.  One author [4] estimates that a single pre-image attack on SHA-256 would take O(2166) operations, rather than the theoretical O(2128).  Looking at another measure of cryptographic hash security, there is no known quantum algorithm which finds collisions in general hash functions more efficiently than the most efficient classical algorithms [5].
